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Introduction

This book deals with two kinds of security intelligence. The 
first kind of security intelligence is threat intelligence. 
Although I dig into this term more deeply in the other chap-

ters of this book, please understand that threat intelligence means 
data about malware, vulnerabilities, threat actors, and techniques 
that could be used against your organization (or to attack your 
organization). Threat intelligence is outward looking and seeks to 
provide an inventory of potential risks and attacks that could 
occur.

Attack surface intelligence (ASI), on the other hand, speaks to 
information about external risk and brand exposure outside your 
company firewalls. An attack surface represents the part of your 
network, system, or device that’s accessible in some form or 
fashion. Your external attack surface includes websites, certifi-
cates, and system exposure. The sad truth is that if something is 
accessible, it’s also subject to attack. The sum total of all “acces-
sible things” for each of your systems or devices represents its 
attack surface.

About This Book
This book deals with gathering, managing, and responding to 
information about attacks that may occur for the assets and sys-
tems within your organization. The chapters in this book explain 
the ins and outs of your external brand presence and how to 
shrink your digital attack surface.

You get useful, straightforward explanations of key concepts and 
terms. Hopefully, you benefit from the no-nonsense examples of 
what actionable intelligence is all about and how its value origi-
nates in artificial intelligence (AI) and gains heft from the insight 
and expertise of a team of security analysts. You also find out how 
Netenrich solutions fit into your overall threat and attack surface 
intelligence picture.
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Icons Used in This Book
By design, all For Dummies books include visual icons in their 
margins. They call out text as noteworthy, interesting, or per-
haps alarming — or not — as you decide for yourself. This book 
includes the following icons:

This icon flags something that may be worth revisiting or think-
ing about further as you work with threat and attack surface 
intelligence.

Sometimes I go into deep technical detail. When you see this icon, 
feel free to skip over it if the information doesn’t interest you. 
Your knowledge of this topic won’t suffer.

The Tip icon tags on-target, timely info to help you maxi-
mize your threat and attack surface intelligence experience and 
experiments.

The Warning icon flags stuff to help keep you out of trouble or 
avoid unnecessary cost and work.

Beyond the Book
This book can help you discover more about threat and attack sur-
face intelligence, but if you want resources beyond what this book 
offers, I have some insight for you:

 » Watch a video on threat and attack surface intelligence. 
https://youtu.be/WuUklKbZ3Go

 » Sign up to receive an ASI trial. netenrich.com/asi-sign-up

 » Download a free eBook on Intelligent SOC. netenrich. 
com/isoc-ebook

https://youtu.be/WuUklKbZ3Go
https://netenrich.com/asi-sign-up
https://netenrich.com/isoc-ebook
https://netenrich.com/isoc-ebook
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Chapter 1

IN THIS CHAPTER

 » Defining key concepts

 » Understanding how ASM helps fight 
common risks

 » Making intelligence actionable and 
practical

Introducing Attack 
Surface Management 
and Threat Intelligence

The security landscape can be a pretty scary place to contem-
plate, but it’s even scarier to understand that threats are 
everywhere in increasing varieties and numbers. Businesses 

need to respond quickly to become more efficient and proactive, 
so the good guys can keep pace with the bad guys. Good threat and 
attack surface intelligence starts with desired security outcomes 
and uses insights gleaned from artificial intelligence (AI) and 
human analysis to deliver data along with context and recom-
mended responses for a fast path to action — without creating 
additional work for your IT or security teams.

Reciting Desired Security Outcomes
Fundamentally, what businesses want from threat and attack 
surface intelligence is a strategic advantage for:

 » Managing unknown digital risk from the public Internet

 » Being first to know about threats and acting fast as they come up
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 » Bridging cybersecurity skills gaps and reducing alert fatigue 
within the staff

 » Growing ever more proactive and preventative, while 
improving the security posture

 » Acting on the most critical risks first

 » Continuously shrinking your organization’s attack surface

 » Measuring the efficacy of IT/security controls (or the lack 
thereof) that manifest as attack surface issues

 » Demonstrating value from added protection and security

Your organization wants to fend off threats before attacks can 
occur. Ideally, your team should keep getting better at doing so as 
its security postures improve along the way.

Defining Key Terms
Attack surface management (ASM) involves ongoing discovery, 
investigation, prioritization, and handling of external digi-
tal risk. “Handling” usually means avoiding or mitigating such 
risk. Ongoing, dynamic discovery shows how your organization’s 
brand and presence may be exposed on the public Internet, in 
the cloud, or inadvertently through internal activities, which is 
sometimes called Shadow IT — not the real IT department, mind 
you, but somebody within your company trying to do on the sly 
what IT does in the open, usually neither as well nor as securely.

Within modern organizations, ASM is a growing priority for 
business executives and for IT and security teams. ASM keeps 
a constant eye on activity that exists outside your firewalls and 
perimeter security, beyond the visibility and control of your IT 
and security teams inside your organization. ASM answers the 
question, “What do attackers see when they target your brand?” 
It works from an outside-in perspective, a point of view often 
overlooked in IT and Security Operations (SecOps). Penetration 
(pen) testing or Red Team exercises deliver some of this perspec-
tive but only at a point in time. ASM keeps external risk top of 
mind at all times.

Threat intelligence describes information about cyber threats 
and attackers that helps your organization mitigate and pre-
vent cyberattacks, while improving your organization’s security 
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posture. Threat intelligence comes from a variety of sources, 
including open source, social media, commercial security feeds, 
analysts, bloggers, and information gleaned from the so-called 
“dark web.”

The dark web is a huge piece of the online world. As big as or big-
ger than the public Internet, it’s invisible to the novice, and full of 
nefarious, malicious content and intent. Only security profession-
als and bad actors travel its hidden byways.

Netenrich offers a comprehensive security solution that com-
bines ASM and threat intelligence and helps your organization 
prevent attacks, reduce digital brand exposure, bridge gaps in 
your security skills, and implement effective, streamlined Sec-
Ops. Netenrich uses AI and human analysts to endow its inte-
grated threat and ASM intelligence with smart context data and 
actionable responses, without adding to your team’s workload 
and responsibilities.

Understanding the Risks
New cybersecurity reports, forecasts, and statistics show up con-
stantly. They share a consistent message of doom, gloom, and 
loss. For example, CyberSecurity Ventures estimates that 5-year 
spending on cybersecurity will exceed $1 trillion from 2021 to 
2025. The same firm puts the annual cost of cybercrime at $6 
trillion for 2021 alone. This gap is enormous with far too much 
opportunity for harm if your organization is inadequately pro-
tected from successful attacks.

To bridge what your organization is willing to spend on cyberse-
curity and what pundits expect the bad guys to harvest, you need 
a competitive advantage. This means becoming more efficient 
and proactive. To make that happen, security measures must be 
driven by outcomes and outstanding intelligence.

Bringing AI and IQ to Bear
Organizations are increasingly turning to AI to speed and auto-
mate data discovery, correlation, and interpretation. This practice 
works as well for threat and attack surface analysis as it does in 
other realms of the digital world.
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By combining AI with expert human intelligence (that’s the IQ 
part), Netenrich speeds investigation and mitigation of your 
organization’s unique digital attack surface and its related threat 
landscape.

Putting Threat Intelligence and ASM to 
Good Use with Netenrich

Netenrich works with more than 6,000 organizations that include 
major enterprises, service providers, and government agencies. 
A comprehensive, end-to-end perspective on its security intel-
ligence solutions and services is depicted in Figure 1-1. Netenrich 
fills gaps that point solutions leave open and covers the spectrum 
from data, to intelligence, action, and threat resolution.

Netenrich uses its understanding of SecOps innovation, manage-
ment, and digital transformation to bridge skills gaps and better 
leverage insights to achieve smarter, faster resolution.

FIGURE 1-1: Netenrich’s security intelligence solution.
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Chapter 2

IN THIS CHAPTER

 » Looking at your brand from a hacker’s 
perspective

 » Exploring threat intelligence and 
contextualizing threats

 » Understanding resolution intelligence

Understanding Threat 
and Attack Surface 
Intelligence

When assessing outside security risks to your organiza-
tion, four primary areas bear consideration and investi-
gation. Each is a focus for risk and attack and must be 

understood and thoroughly protected. Your critical areas of threat 
and attack surface management include the following:

 » Your domains and associated domain names

 » Your brand exposure on the public Internet

 » Potential misconfigurations or unaltered default configura-
tions that expose you to risks or vulnerabilities

 » Vulnerabilities present across your organization’s systems, 
networks, services, applications, and websites

These areas must be viewed from an outsider’s perspective, too, 
so your team can take appropriate steps to fend off and foil out-
side attacks.



8      Threat & Attack Surface Intelligence For Dummies, Netenrich Special Edition

These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

You need deeply informed threat intelligence. Netenrich offers 
its free Knowledge NOW (KNOW) portal that provides ongoing, 
wide-ranging, and easily filtered streams of threat intelligence. 
Integrated threat and attack surface intelligence pays powerful 
dividends in terms of time and actionability.

Seeing What Hackers See
You can’t control things on the public Internet or even beyond 
your organization’s firewall. But you can — and should — assess 
risk and act first to protect your brand. ASM offers the  potential 
cure. Properly implemented, ASM solutions provide  continuous, 
ongoing actionable insights into external digital risk from the 
public Internet. They do likewise for inadvertent and well- 
meaning threats or risks from Shadow IT.

WHY IS SHADOW IT RISKY 
BUSINESS?
Shadow IT usually starts innocently enough. Someone decides he 
needs a “quickie website” for a specific promotion. He doesn’t want to 
file the paperwork and wait for IT to handle things, so he signs up for 
a canned website and sets things up for himself. As time goes by, 
more and more content, downloads, coupons, and so forth start pop-
ping up with email addresses and branded domain info for responsi-
ble parties as a routine part of that mix. Welcome to Shadow IT!

Shadow IT describes any effort in your department or group in your 
organization that involves information, access, data intake, or delivery, 
or any kind of unofficial, unsanctioned presence online. The problem 
is that these efforts don’t go through normal channels. They’re not 
subject to reviews for legal and regulatory compliance, security policy 
compliance, company trademarking and branding, and all the other 
stuff that IT is required to check off whenever anything official hap-
pens, especially online. This behavior is not only risky because it falls 
outside normal policies and controls but also because your IT and 
security teams most likely know nothing about it. They don’t know 
they should be checking and watching for these threats, vulnerabili-
ties, and potential attacks. Eternal vigilance is impossible when its 
focus is misdirected.
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Strong ASM solutions present your brand and online presence as 
adversaries see it. They’re explicitly designed to address critical, 
high-priority risks first before attackers can try to exploit them. 
Increasingly, C-level executives and in-house IT and security 
teams see adding more outside-in perspective from continuous 
discovery of digital brand exposure beyond company firewalls as 
an essential focus for their efforts and attention.

Attack Surface Intelligence (ASI) from Netenrich generates infor-
mation and actionable insight about your organization’s attack 
surfaces and the risks they present — without adding more work 
for busy IT and security teams. ASI combines expert intelligence 
with artificial intelligence (AI) to provide true resolution intel-
ligence. ASI goes beyond identifying risks to provide actionable 
insights used to prevent breaches, bridge skills gaps, and improve 
Security Operations (SecOps). And ASI does this constantly, auto-
matically, and comprehensively.

ASM supplements “point-in-time” security assessments such as 
Red Team exercises, or penetration testing, and provides contin-
uous, ongoing security coverage at less than half the cost. Options 
range from flexible do-it-yourself (DIY) monthly subscriptions, 
to high-value, high-touch concierge services with additional 
insight and expertise to bridge skills gaps.

Netenrich integrates ASI with the company’s free Knowledge 
NOW (KNOW) global threat intelligence. Together, they promote 
fast, innovative, proactive management for your organization’s 
always-changing threat landscapes.

In general, ASM answers these key security questions:

 » How does our business look from a hacker’s perspective?

 » Can we see all risks to external digital brand presence?

 » Do we have any exposed assets we don’t know about?

 » How much of the attack surface is outside our control?

 » To what attacks are we most vulnerable in the near future?

 » Which risks should we mitigate first?

 » What changes can we make to preempt future attacks?

 » How is our external security posture? Is it improving?
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Stepping through Threat and Attack 
Surface Intelligence

Threat intelligence refers to information about security threats 
that encompasses all the key things your organization’s  security 
must know to assess and understand such threats. Therefore, 
information can include how to identify a threat, the actual or 
possible detections of the threat, associated levels of severity or 
risk that the threat presents, and context information about the 
threat. This means frequency and locations of occurrence, trend-
ing information, threat actors involved or associated, and more.

ASI follows a four-step process that represents security best prac-
tices with an emphasis on useful and actionable security intelli-
gence. Complete, actionable intelligence means combining attack 
surface with threat intelligence to create a systematic and focused  
look at your organization’s attack surface plus any and all associ-
ated threats. ASM provides the tools and techniques, and KNOW 
provides contextualized threat intelligence. Together, they pro-
vide the basis for attack surface intelligence (and for the Neten-
rich ASI product as well).

The best security practices built into ASI include the following 
steps, repeated continuously to provide always-current, always- 
on-target, and risk-prioritized, actionable threat intelligence:

 » Discovery: ASI starts with an AI-led attack surface scan. 
From seed email addresses and domain names, custom- 
built engines explore billions of data points to identify your 
organization’s digital assets, including Shadow IT, related to 
your brand. This process digs deeply into data and correlates 
and assesses the findings. Easy-to-read dashboards group 
potential risks for quick perusal. Discovery covers port, 
protocol, and service exposure for infrastructures, associ-
ated domains, code repositories, public cloud, vulnerabilities, 
breached emails, expiring certificates, phishing and typo-
squatted domains, and more. After this process is underway, 
assessment is continuous, ongoing, and automated.

 » Analysis: After data is gathered, it’s examined and filtered. 
This process includes finding and tossing out false positives 
and performing risk checks. The analysis process assesses 
status for the overall attack surface and combines with deep 
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dives from human security experts to define and vet 
priorities. AI leads the way, but expert human insight is 
essential to evaluate, contextualize, and raise data to the 
level of actionable intelligence.

 » Prioritization: ASI proposes priorities for your organization’s 
IT or security team to tackle. At this point, Netenrich security 
analysts vet the proposed priorities to validate and adjust 
AI-based priorities.

 » Remediation: Resolution is the end goal for any intelligence 
offering. ASI from Netenrich includes direct analyst consulta-
tion and tailored remediation advice. A team of experts 
works with your organization to review findings, prioritize 
risk, and deliver actionable reports that identify affected 
assets complete with technical details, context, and step-by- 
step remediation advice.

ASI from Netenrich lets your organization see what adversaries 
see when they target your digital brand. It provides continuous 
coverage to steadily reduce risk over time. After initial discov-
ery ends, ASI continues automated attack surface scans. These 
continuously uncover critical areas of risk across key areas of 
brand exposure, misconfigurations, threat correlation, and vul-
nerabilities. The goal is to deliver actionable, custom-tailored 
context that’s immediately usable and valuable. ASI comes from 
advanced, AI-driven discovery, rich context, and a capable team 
of security experts that evaluates findings, prioritizes risk, and 
delivers detailed remediation strategies.

Linking Risk to Threats and 
Consequences

After you find sources of potential exposure, more intelligence — 
insight and context — is needed to prioritize and address them. 
Without context, it takes a lot of time and effort to go from data to 
information to real intelligence. Instead of being able to just take 
action, your team can succumb to alert fatigue.

Truly contextualizing threats means having sufficient data about 
a threat to help your security analysts answer the vital question, 
“What’s the worst that could happen if this threat goes unat-
tended?” Risk analysis rests on understanding the answer to this 
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question in terms of possible financial losses, legal penalties and 
fines, damage to your organization’s brand and reputation, loss of 
access to systems and services (and associated opportunity costs), 
and more.

Contextual data about threats covers the type of threat, its level 
of risk, its current activity level and associated threat actors, and 
prior history, among other information. Analysis should give you 
a good enough description of the threat to enable it to be com-
pared and contrasted to other threats also discovered, for pur-
poses of ranking and prioritization.

Integration of ASI with Netenrich global threat intelligence plays 
an essential role. It provides the data ASM needs to progress from 
the discovery phase to the analysis, prioritization, and mitigation 
strategy phases.

Obtaining an Upper Hand with 
Resolution Intelligence

Resolution in IT usually refers to chasing alerts and closing tick-
ets. This process can mean responding to the same alerts again 
and again, throwing more and more tools at a problem, and then 
still facing a steady barrage of alerts because resolving incidents 
doesn’t resolve the core issues. As the name asserts, resolution 
intelligence provides all the information, insight, and expertise 
your organization needs to identify, isolate, and respond to a spe-
cific issue — and go beyond that. In security, resolution intelli-
gence provides detailed information to remediate or mitigate risk, 
address vulnerabilities, and reduce risk to manageable levels.

Netenrich resolution intelligence looks at both rapidly respond-
ing to alerts and incidents and solving the problem that keeps 
causing them in the first place. Resolution intelligence combines 
advanced AI-driven operations (AIOps) and proven expertise to 
correlate events, add context, bridge skills gaps, and predict and 
prevent the same issues from recurring and wasting your team’s 
time. Real resolution lets you move on to focus on new things that 
drive real change, like digital transformation and innovation.
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Chapter 3

IN THIS CHAPTER

 » Examining external attack surfaces

 » Walking the steps of actionable ASM

 » Perusing use cases

Diving Deep into ASM

In this chapter, I give you four external attack surfaces to chew 
on and review, four steps to making attack surface manage-
ment (ASM) actionable and useful, and four use cases that show 

how ASM addresses specific, relevant, and typical forms of exter-
nal attack.

Reviewing External Attack Surfaces
To understand what ASM is and does, you need to understand 
four key external attack vectors that represent primary areas of 
focus for threat actors as they foist attacks on your organization. 
Where the bad guys congregate and work, the good guys must, 
too — preferably beforehand and preferably in a way that antici-
pates and forestalls the bad actors’ attacks. Each of the four attack 
vectors is defined in this section.

Trending and current threats
Given the extraordinary numbers of threats and vulnerabilities 
in existence, filtering is a key step in zeroing in on things that 
are relevant and potentially dangerous to your organization in 
identifying, contextualizing, and prioritizing threats. Much of the 
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momentum in using artificial intelligence (AI) is to use an under-
standing of what may matter to your organization in scoping out 
what poses real, immediate risk.

On one side, this information comes from an inventory of your 
organization’s assets, brands, domain names, and so on. Anything 
that touches on those things is of potential interest. Depending on 
other factors, it requires investigation and action. On the other 
side, an understanding of which threats are currently active in 
the wild and which ones are escalating or whose risk levels are 
increasing reflects key intelligence. It informs Attack Surface 
Intelligence’s (ASI) selection of the most dangerous and threat-
ening items — those in need of immediate response.

ASI combines its knowledge about your organization’s assets with 
threat intelligence to focus on specific threats that pose risks to 
your brand, reputation, or capabilities. ASI complements that 
knowledge with an assessment of where among the possible risks 
the real, present, and pressing risks may be found. This comes 
from a thorough understanding of the current threat landscape 
and metrics to gauge the risks and likelihood of certain threats 
(or attacks) occurring.

Hurting the brand
Your organization needs to understand its brand’s public expo-
sure through the assets and entry points accessible to the public. 
ASM provides the same view of your organization from the out-
side that attackers must put together to mount attacks. But ASM 
does this quickly, thoroughly, and intelligently, so your organiza-
tion can anticipate and fend off attacks before they happen.

As ASM solutions go through their discovery and analysis phases, 
they get a complete external view of your organization — as much 
as AI-led scanning and human interpretation can produce. This 
process helps your organization understand and harden its entire 
public presence and find and eliminate common sources of expo-
sure, such as domain and subdomain issues, typosquatting, and 
public cloud and code repository holdings that may include sensi-
tive information or account and password data. ASM also helps 
your organization identify and fend off email-based phishing and 
spearphishing attacks.
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TYPOSQUATTING HARVESTS 
FUMBLEFINGERS
Your organization should capture the kinds of variations that mistyp-
ing its domain name may produce when it claims and registers 
domains online. Otherwise, canny attackers understand too well that 
dogood.com may easily turn into doogod.com (or other mixed up 
versions on that theme).

If attackers can get away with it, they’ll create look-alikes for your 
 organization’s online presence at other slightly twisted URLs. There, 
they’ll harvest logins, credentials, and steer the fumblefingered into 
as many traps as possible. In essence, typosquatting means lurking 
at a domain that represents a mistyped version of some legitimate 
 organization’s valid domain name with bad intent to trap the unwary 
and suck them dry before they can get away.

Common examples of typosquatting include the following:

• Typos and misspellings

• Wrong domain extensions — .co instead of .com and other com-
mon terms

• Homophones — names that sound like your organization’s 
domain name

• Mishyphenation — inserted hyphens (for example, do-good.com)

Typosquatters have many ways to harm your organization. They can 
impersonate your real website and try to steal personal details and 
credentials (phishing). If the real site conducts ecommerce, a look-alike  
site can “sell” visitors something, harvest payment info, and never 
send the merchandise (bait and switch). The site can also attempt to 
install and infect visitors with malware. Look-alike sites may prank visi-
tors, where such pranks can sometimes do real damage. They can 
also redirect visitors to your competition, steering current or aspiring 
customers away from your organization (redirection attack). 
Typosquatters may also harvest clicks from innocent visitors to gener-
ate ad revenues or steer them to affiliates for micro-payments (traffic 
monetization attack). And finally, a site can foist surveys on visitors in 
the name of feedback to collect personal details (survey attack).
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Exploiting misconfigurations
Far too many cloud-based applications and services suffer from 
known misconfigurations (or never-changed default settings). 
These provide easy, well-known footholds for attack into your 
organization’s applications and services, and they may permit 
attackers to harvest account names and credentials from which 
to launch further attacks. ASM discovery and analysis find ele-
ments of your organization’s public presence that either prove or 
strongly suggest that misconfigurations, configuration errors, or 
default configurations are present. These must be remediated to 
close the avenues of attack they provide.

Leveraging vulnerabilities
If attackers find unpatched vulnerabilities, back doors left open, 
or other opportunities to achieve illicit entry, system compromise 
and brand damage may follow soon thereafter.

ASI from Netenrich uses discovery to identify your relevant 
vulnerabilities and applies AI-led analysis backed up by expert 
human insight and experience to prioritize those findings. Your 
organization’s IT and security teams can get to work whittling 
away at the highest-priority items.

After an initial burst of effort to clear the backlog, IT and secu-
rity teams need only deal with new attacks and vulnerabilities as 
they get reported through threat intelligence (such as Netenrich 
Knowledge NOW [KNOW]) and as discovery and analysis indi-
cate there are clear and present dangers in need of response and 
remediation.

Walking through Actionable ASM
Making ASM relevant and actionable to protect attack surfaces 
means walking through steps when dealing with security intel-
ligence and information. Each step is a vital part of cybersecurity 
practice and provides the basis for succeeding steps. Those steps 
are covered in this section.

Discovering assets and threats
ASI starts its cycle with an AI-led attack surface scan through 
billions of data points — everything it can find by search, hook, 
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crook, and expert insight — to discover your organization’s pub-
lic assets. By using email addresses or domain names as seeds to 
drive search and discovery, Netenrich ASI puts its custom-built 
scanning engines to work. This lets ASI identify potential sources 
of external digital risk and any traces Shadow IT operations leave 
behind.

An initial scan covers the public Internet to ferret out any men-
tion of your organization and all tangible signs of your online 
presence (domain names, subdomains, IP and email addresses, 
and more). ASI scanning engines chew through vast amounts of 
data. Assessment is ongoing, continuous, and automated from the 
first run onward. ASI uses the data it finds to create easy-to-read 
dashboards for your organization’s security team and to group 
potential risks for quick intake and handling.

Discovery also searches online code repositories, public cloud 
storage, and online paste bins (a favorite source for attack data 
used by threat actors) to look for certain data related to your 
organization. ASI finds account and password information for 
your organization’s systems and services, email accounts, user 
and administrative credentials, expiring certificates, and more.

Analyzing assets and threats
During the analysis phase, extraneous data is identified and elim-
inated. What remains must be investigated and its level of risk 
assessed. This lets ASI establish your organization’s current over-
all attack surface. It also sets the stage for more detailed inves-
tigation and assessment from human security experts. Within 
ASI, automated analysis is led by machines, but the real value and 
insight come from the addition of human intelligence to add con-
text and insight in evaluating risks and threats.

The evaluation of data from the discovery phase during the anal-
ysis phase includes validating data as legitimate. This involves 
eliminating false positives (something reported that isn’t really a 
genuine security issue).

With a cleaned-up, comprehensive list of your genuine security 
issues (potentially, anyway), the next step in analysis is to cor-
relate what’s found for your organization against global threat 
intelligence from the KNOW threat intelligence database. This 
sets the stage for threat prioritization.
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Prioritizing threats and responses
Prioritization requires separating the cases in need of urgent and 
immediate response from those that can wait a bit before further 
handling. If you consider this stage a form of triage, you’ve got a 
handle on the general process and activities.

The objective in prioritizing threats is to enable your organization 
to take proper action quickly and effectively. This is where ASI’s 
human intelligence factor makes a big difference. The right ana-
lysts can help your organization respond rapidly, prevent attacks 
and the loss or damage they cause, and streamline Security Oper-
ations (SecOps).

In ASI, AI proposes priorities for your organization’s IT and secu-
rity teams to investigate and mitigate. Cybersecurity analysts 
review and check these findings to validate and sometimes recali-
brate those AI-driven recommendations. What your organization 
gets from ASI as today’s punch list for immediate action is really 
and truly where your team needs to expend its effort to get the 
biggest security benefits and to reduce risk and attack surfaces 
most quickly and effectively.

Mitigating or remediating threats
In the most basic of senses, remediating means making things 
better. In that same vein, mitigating means making things hurt 
less and lowering risks. The ultimate goal for any security intel-
ligence solution is to identify and resolve threats and to reduce or 
eliminate vulnerabilities.

Your organization’s IT and security teams may be able to deal 
with the items that ASI flags for action by itself, most of the time. 
But when problems fall outside the skills and knowledge of your 
in-house staff, Netenrich offers concierge services that include 
high-capability, high-touch analyst consultations and detailed 
remediation recommendations.

Resolution is an end goal for any intelligence offering. In general, 
at Netenrich, an experienced team of experts works with your 
organization to review findings, prioritize risk, and deliver action-
able reports to identify affected assets complete with technical 
details, context, and step-by-step remediation advice. Detailed 
reports identify your affected assets, provide key technical details 
and contextual information, and include technical remediation 
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advice. Concierge services are there to help your organization take 
care of affected assets when it lacks necessary expert skills and 
abilities to do that itself.

Learning from Use Cases
In this section, you discover a small but important set of use cases 
to showcase the value ASI brings to your organization, and the 
kinds of threats and exposures each use case addresses. Surpris-
ingly, remediation often consists of eliminating external assets 
that your organization doesn’t want and didn’t know existed. In 
other cases, configuration errors must be addressed, credentials 
renewed or defined, authentication beefed up (or added), and 
more.

Use case 1: Brand exposure
Brand exposure covers a multitude of possible issues. These 
include possible or actual security breaches, leaked credential 
dumps, and attacks based on typosquatting on one or more of 
your organization’s domain names. For executives and manage-
ment professionals, protecting your company’s brand and repu-
tation is always a top concern. This is increasingly true for your 
IT and security teams as well, often as an outgrowth of concerns 
voiced from “upstairs.”

Figure  3-1  is a visual of the Brand Exposure dashboard from 
Netenrich ASI, showing domains associated with the brand and 
other potential brand exposures based on detailed discovery and 
analysis. Note the various risks that ASI flags (three reds and two 
yellows).

FIGURE 3-1: The Netenrich Brand Exposure dashboard.
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The items in Figure 3-1 include checks for

 » Breached email: This lists email-based credentials publicly 
disclosed in a dump or breach release.

 » Publicly accessible cloud storage: Three publicly accessible 
cloud storage sites include what ASM calls interesting files, 
which usually indicate unwanted information or account 
data.

 » Domain typosquatting: Thirty-five variations on the 
example organization’s domain name resolve to IP 
addresses, which usually mean typosquatting sites are 
present and active.

 » Code repositories: On 678 different publicly accessible code 
repositories, ASI found 1,125 instances of information that 
may indicate unwanted information or account disclosures.

 » Sub-domains: One sub-domain in this example is at risk of 
takeover.

ASM can also lead your security team to each and every one of 
these types of items — none of which should be difficult to fix or 
remove. Your security teams know exactly what to do and should 
be glad to learn what cleanup is needed.

Use case 2: Misconfigurations
The rush to adopt cloud services creates new opportunities for 
attackers every day. Attackers evolve faster than companies can 
protect themselves. In fact, in February 2020, cloud security com-
pany DivvyCloud reported that 33 billion records were exposed in 
company breaches in 2018 and 2019. These breaches resulted from 
cloud misconfigurations and cost companies around $5 trillion in 
related and resulted losses.

Cloud misconfigurations account for more than 20 percent of data 
breaches annually. This happens for a variety of reasons. For one, 
network and security architectures keep changing, so that attack 
surfaces change along with them. For another, administrative 
tasks such as managing expired certificates, enforcing authenti-
cation (often on non-production sites, which typically don’t get 
enough security review and oversight), and minor configuration 
steps don’t get handled as they should. Such errors, oversights, 
and misconfigurations turn into staging areas from which attack-
ers can establish footholds and launch attacks into unprotected 
organizations.
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Too many security tools don’t find such errors or omissions. That 
said, ASI routinely finds these in its discovery phase, where its 
subsequent analysis work (and analyst review) sheds light on the 
types and number of cloud misconfigurations present that must 
be addressed. Figure 3-2 is a typical misconfiguration summary 
report, showing the following:

 » Service identification and authentication checks: 
Detected online services that are unidentified are a strong 
indicator of impropriety or possible compromise. Identified 
services aren’t authenticated indicate absent or weak 
security checks — another sign of possible compromise.

 » CMS misconfigurations: The threat correlation dashboard 
shows misconfigurations detected within an organization’s 
content management systems (CMSs). As with cloud 
misconfigurations, such errors or omissions can result in 
security breaches or provide footholds for further attack.

 » Certificate issues: ASM can detect expired certificates as 
well as certificates about to expire soon, or self-signed 
certificates (a possible sign of compromise or nefarious 
activity because most public certificates are signed by a 
public certificate authority, not the certificate itself).

Use case 3: Threat correlation
Identifying all public-facing online assets helps your organization 
take strides toward a better security posture. Correlating specific 
assets to active or recent nefarious activity is also essential. ASM 
helps your organization assess how its public IP address space 
may be (or is being) used to launch attacks or serve up malware.

FIGURE 3-2: A misconfiguration report.
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ASM can answer all the following questions in detail:

 » Have any of my organization’s domains been subverted for 
phishing or for command and control of botnets?

 » Has my organization’s infrastructure been compromised?

 » Have any of my organization’s resources been siphoned off 
for coin mining or as pit stops in a fraud chain?

 » Are any of my company’s assets linked to malware?

Figure 3-3 shows how ASI threat correlation highlights and helps 
prioritize items worth investigating.

Threat correlation shows whether IPs and domains flagged dur-
ing discovery match Netenrich threat intelligence, which could 
indicate a potential compromise. Fast automated discovery com-
bined with built-in threat intelligence is key to successful threat 
correlation. ASM bridges the gap and maintains patrol over your 
organization’s public assets.

Use case 4: Vulnerability insight
Finding and researching vulnerabilities, compounded by the 
speed at which attack surfaces change in most places, is a per-
ennial security concern. Aggregating data for prioritization is 
absolutely essential for your organization to cherish any hopes 
of timely and successful patching. ASI integrates with real-time 
threat intelligence to shorten the identify-apply cycle. Correla-
tion and contextualization also make it easier to prevent breaches 
and to help your IT and security team members combat alert 
fatigue.

FIGURE 3-3: Threat correlation.
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To provide the necessary insights into vulnerabilities in your 
organization, ASI addresses the following questions:

 » What vulnerabilities are exposed to the public Internet? 
Discovery lists all vulnerabilities that it uncovers and 
provides risk and severity indicators to guide prioritization.

 » How vulnerable is our online digital presence today? 
Discovery, particularly for brand exposure, assesses the 
severity of the risk to brand and identity through a variety of 
easily accessible summary and detail reports.

 » How do we know when assets get exposed?

ASI’s repeat cycles from discovery through remediation catch 
exposed assets as they appear, so surprises never last.

 » What risks should we mitigate first? Second?

Risk assessment and prioritization help your organization 
stay focused on top priorities to avoid the greatest risks for 
damage and loss.

 » Is our security posture improving?

With ASI to guide ongoing SecOps activity, help keep 
priorities straight, and flag new threats and vulnerabilities as 
they appear, your organization can find its security posture 
and SecOps practices constantly improving over time.

Figure 3-4 shows a typical vulnerability report.

Overall, integrating threat and attack surface intelligence removes 
blind spots in your organization’s view of its complete IT asset 
exposure. Constant discovery and analysis illuminate new threats 
as they appear. ASM also uncovers and identifies unexpected or 
unauthorized IT assets — usually evidence of Shadow IT at work, 
if not something worse — and helps your organization manage 
and control such assets more quickly and efficiently. This same 
general purview also helps you assert and enforce security policy 
across your entire organization and to make sure that all assets 
are subject to compliance and governance controls as well.

FIGURE 3-4:  A vulnerability report.
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Chapter 4

IN THIS CHAPTER

 » Introducing Knowledge NOW (KNOW)

 » Closing the gap on zero-day attacks

 » Integrating with ASM to save on time and 
cost

 » Overcoming alert fatigue

Integrating ASM with 
Threat Intelligence

Attack surface management (ASM) and threat intelligence 
provide protection your organization needs to defend its 
brands and assets. ASM offers information about your 

organization’s digital exposure and describes what could be sub-
ject to attack. Threat intelligence provides information about 
attacks that may be possible, preventable, or avoidable. But only 
by putting those pieces together can your organization achieve 
peace of mind.

Making Intelligence Actionable
By itself, intelligence describes possible risks, vulnerabilities, and 
exposures. It provides useful information about things that your 
organization may encounter. But the real work involved comes 
when it’s time to do something about such intelligence. This is, of 
course, where actionability comes into the picture.
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Actionability takes raw intelligence and adds two important, and 
specific, ingredients (specific to your organization, that is)  — 
namely, context and personalization:

 » Context: This term describes the overall environment or 
world in which the intelligence occurs and resides. Context is 
vital for security because it defines what matters and what 
doesn’t when determining whether a specific item of 
intelligence applies to a situation. Context also reflects a 
broader understanding of threats in terms of the risks they 
pose, the impacts they’ve already made on other organiza-
tions, the kinds of damage they could lead to, and so forth.

 » Personalization: Personalization speaks to relating information 
and advice to your organization’s specific circumstances, policies, 
and procedures. General remediation advice is helpful because 
it provides guidance about what to do and perhaps a broad 
outline of how to do it. Personalization takes that general 
guidance and the outline of what to do and turns it into a 
targeted set of instructions on exactly what your organization 
could do, step-by-step, to address its own greatest risks. 
Personalization also refers to being able to customize dash-
boards and track findings within the ASM portal.

Netenrich integrates AI-led intelligence with input and advice 
from human analysts to present your organization with refined 
intelligence. It offers context and threat and risk assessments, 
along with prioritization, so your organization knows which 
threats demand immediate response to avoid costly breaches.

Understanding Knowledge NOW
Knowledge NOW (KNOW) is Netenrich’s free global intelligence 
portal. It covers everything that’s trending in the world of cyber-
security threats and is powered by the company’s proprietary 
intelligence. KNOW leverages AI and expertise to aggregate and 
contextualize news about emerging threats and attacks through a 
single information feed.
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You can check out KNOW any time you want and see what’s trend-
ing simply by visiting know.netenrich.com. Examine the news-
feed from this screen, use the search function to find information 
by threat name, or use the left-column categories to filter what 
you see. (Categories include data breaches, ransomware, vulnera-
bilities, threat actors, emerging threats, cloud security, and zero-
day exploits, to name just a few.) You can subscribe to KNOW from 
this page as well (click Get Newsletter in the upper-right corner 
or register for a free account).

KNOW’s real benefit comes from pulling information and con-
text together to save time understanding, prioritizing, and acting 
on threats. The portal provides a continuously updated, always- 
current stream of threat news, information, analysis, and trend-
ing security data. It lets your organization see for itself what’s 
happening across your entire security landscape. And with a bit 
more digging, searching, and filtering, KNOW can provide action-
able insight relevant to your organization’s areas of risk, vulner-
abilities, and indicators of compromise (IoCs).

KNOW TAKES CUES FROM  
GOOGLE NEWS
If you compare the two newsfeeds of KNOW and Google News, you 
see that KNOW’s overall layout is much like Google News. Instead of 
covering all news for all topics, however, KNOW correlates global 
news around specific threats and other security news by adding vari-
ous perspectives from multiple publishers and news sources.

Better yet, KNOW curates related articles around specific security or 
threat topics — say ransomware, for instance — to deliver a complete 
picture faster. KNOW also provides information about a specific 
threat, including aliases, links to previous threat actors who used it, 
recent and historic sandbox sightings, the ransomware’s threat intelli-
gence page, and more. Thus, it’s fair to say that the portal brings 
together everything that IT and security professionals must “KNOW” 
about threats and vulnerabilities as an essential part of its reporting. 
Anyone in the company, not just IT and Security, can use KNOW to 
learn about trending stories so everyone can do their part to protect 
your brand.

https://know.netenrich.com/content/track/top-stories
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Comparing KNOW to other alternatives
KNOW is by no means the only security news and information 
aggregator active online. Usually called “Threat Security Feeds,” 
these come in two primary varieties: open source and commercial. 
Other free security feeds are often characterized as “Open Source 
Threat Intelligence Feeds” because they originate primarily from 
open source or government-based (or funded) sources that are 
free to the public. They include feeds from the U.S. Department of 
Homeland Security and the FBI, as well as SANS Internet Storm 
Center and the VirusTotal malware checker. Open source feeds 
mostly provide news and information with little or no risk analy-
sis, nor remediation or mitigation advice.

Open source intelligence (OSINT) solutions may not contextu-
alize information about threats at scale. Simply collecting data 
by crawling through blogs, from social media, and other sources 
isn’t all that valuable without dynamic context building a deter-
ministic way to score indicators.

Hundreds of commercial threat security feeds are available, usu-
ally with a monthly subscription fee that ranges from hundreds 
to thousands of dollars. Commercial feeds do provide more risk 
analysis and offer varying degrees of remediation and mitigation 
advice. In fact, the more you pay for such feeds, the more such 
advice and analysis you get as part of what you’re paying for.

Netenrich KNOW offers both information and insight at no cost 
to subscribers. It’s able to leverage the AI-based correlation, con-
text, and advice from its customer base as part and parcel of what 
the feed delivers to its readers.

Closing the zero-day gap
In security lingo, a zero-day attack is a security attack that occurs 
on the same day it’s discovered. Many threats and associated vul-
nerabilities and exploits come from security researchers seeking 
to demonstrate that such threats are real, and associated vulner-
abilities can indeed be exploited.

But a zero-day threat is something that starts off bad with a gen-
uine attack. It’s discovered as a result of some real exploit foisted 
on your organization that falls victim to its method and means 
of attack. Theoretically, when a zero-day attack occurs, your 
organization with the same vulnerability could also fall prey to 
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that same attack right then and there. The real trick comes if — 
and only if — your organization is paying attention to zero-day 
attack news and becomes aware that evasive or preventive action 
is needed now.

This is where KNOW comes in. Users get apprised of zero-day 
attacks through that category of information in the feed. As soon 
as organizations know there’s a potential impact, they can start 
working on remediation and mitigation.

Crafting Actionable Intelligence
Context and actionability fit like hand in glove. Good context 
brings organizations to the point where they can take the right 
actions faster. Contextualization is absolutely essential to go 
deeper and make that information available to analysts for pre-
venting breaches.

Simply finding assets at risk isn’t all that helpful. However, 
assigning a risk score and prioritizing risks based on relevant 
context saves your organization time and effort in moving from 
information to action. To make intelligence truly actionable, 
threat intelligence should provide insights as to severity and what 
to do next without requiring analysts to access multiple sources 
and correlate them manually. That’s what integrating ASM with 
threat intelligence is all about.

Scanning millions of Internet data points may raise countless 
potential issues or gotchas. At the end of the day, somebody needs 
to do the work involved in extrapolating from a possible threat to 
an actual risk with immediate potential fallout. It’s one thing to 
know there’s a threat against an email system your company uses. 
It’s another thing entirely to know that this email system has 
recently been linked to or hijacked for takeover by bad actors. One 
is a mild cause for concern; the other is a call for immediate action.

If you put attack surface intelligence (ASI) together with KNOW, 
both forms of intelligence combine to dramatically reduce the 
time and effort needed to resolve risks. Take, for example, the case 
where ASI reports an at-risk server connected to your organiza-
tion’s brand. KNOW feeds into ASI to inform you right away if that 
same kind of server has actively been used to deliver ransomware.
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If your team finds suspicious IP addresses or IoCs, dig deeper. 
Your team member could visit the intelligence portal to enter an 
IP address and get a risk score. Ah! But is that risk score rel-
evant or just a summary from industry sources? KNOW blends 
news with intelligence to get your team members to resolution 
more quickly. On one screen, tags display trending news with 
related topics, activities, and technical indicators to guide next 
steps. Your team members can immediately know if a vulnerabil-
ity is tied to a specific ransomware attack and if products in your  
organization’s infrastructure are directly impacted. This saves 
substantially on the time, effort, and cost involved in getting from 
“I may have a problem” to “I know I have a problem, and here’s 
how I’ll fix it.”

Escaping Alert Fatigue
Comprehensive and exhaustive security discovery and data dash-
boards can be overwhelming. IT and security professionals can 
wilt under the load involved in caring for hundreds of domains 
and tens to hundreds of thousands of assets. The real issues then 
become which assets are riskiest and why they’re in peril.

Getting and staying focused is the only way to cope with informa-
tion glut and a plethora of ongoing alerts. Integrating threat and 
ASI guides prioritization so that, when faced with multiple threats 
trending, team members can see which ones directly affect their 
business, industry, vendors, and partners. The other ones prob-
ably don’t rank high on the priority list.

KNOW gives your team members the context needed to decide 
what truly matters on a single dashboard page. Deep context and 
actionability help them get past the key roadblock to resolution: 
Where exactly is my problem, and how do I fix it? Actionable 
intelligence shows which risks deserve the highest priority and 
immediate attention. It also answers, “What do we do about it?”

Thanks to integration at a deep level, threat intelligence from 
KNOW feeds right into ASI. This empowers your SecOps team to 
take the next step immediately. It can research the most critical 
risks first, then act fast to implement the “Inverse Golden Rule”: 
Do unto others before they can do unto you. This means forestall-
ing or mitigating the threat before bad actors can exploit it. That’s 
what integrating threat intelligence with ASI makes possible. Now 
that’s resolution.
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Chapter 5

IN THIS CHAPTER

 » Understanding the basis for action

 » Adding context plus personalization 
equals actionability

 » Recognizing ASI and KNOW as actionable, 
integrated intelligence

Acting on Actionable and 
Integrated Intelligence

Simply put, guidance, advice, and instructions form the basis 
for acting on threat intelligence. But first, members of your 
IT or security team must establish that such input is rele-

vant and of sufficiently high priority to be worth reading and 
heeding. A lot of data acquisition is involved first, followed by 
filtering out what’s not related or relevant, weighing and priori-
tizing risks left over, and deciding when and how to act in response 
to what needs doing. In this chapter, you explore these things in 
further detail, along with some examples.

Understanding Actionability
Attack surface discovery plays a key role in effective security 
strategy and behavior. But data by itself doesn’t and can’t pro-
vide a basis for action. There’s more intelligence still needed and 
important decisions to research, understand, and compare to one 
another before a solid foundation for action makes itself apparent.

Matters of priority
Attack surface intelligence (ASI) offers information about risk and 
severity, but these indicators don’t always translate readily into 
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prioritizing specific threats as compared to other threats that may 
also be present. Combining ASI with threat intelligence helps your 
organization identify present threats that are the most active, the 
most damaging, and most focused on its industries or runtime 
environments.

Certainly, a threat may be dire, and it may even shut down your 
systems entirely or make them unavailable (think ransomware, 
for example), but if the threat targets financial services organi-
zations, and your organization makes car parts, it may not be a 
high priority for you. On the other hand, a phishing attack that 
targets purchasing and procurement professionals at companies 
that handle high volumes of purchase orders should ring some 
bells. (Hint: Car parts makers handle huge volumes of purchase 
orders for raw materials, sub-assemblies, packaging, machinery, 
and parts storage. Better watch out!)

Knowing when to patch what
If a vulnerability associated with your organization’s infrastruc-
ture appears, additional questions must next be answered in 
detail before anything can (or should) happen. These questions 
include the following:

 » Which versions of which products are impacted?

 » What patches are needed?

 » Where can you find those patches?

 » What can you do to avoid or work around risk while patching 
is underway?

 » And perhaps most important, what vulnerabilities are 
actively being abused in exploits developed by adversaries 
(and should receive top priority)?

What’s missing from the list is the amount of time it takes to get 
from one step to the next. In a traditional organization, it could 
take days to weeks to work through any step in the sequence. 
Therefore, it could easily take several months to get from start to 
finish. Sadly, that’s much too long to be helpful.

Context drives action
It’s not enough to know your organization faces a potential or 
imminent threat. Actionable threat intelligence depends on 
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important context to put that threat into proper perspective. 
Here’s what also counts — a lot — when it comes to deciding if a 
threat warrants high-priority status and immediate action when 
it comes to your attention:

 » Recent activity levels: The higher, the more you should 
be concerned.

 » Known threat actors: The more (or more dangerous), 
the more you should be concerned.

 » Expert perspective: If human experts who know the 
landscape and your industry think it’s dangerous, so 
should you.

 » Technical indicators: If a threat exploit requires physical 
access to a PC, it’s nowhere near as scary as one that works 
remotely. Likewise, an exploit that provides root admin-level 
access to its host system is much more concerning than one 
that offers attackers more limited access and control.

Combining ASI with the right kinds of threat intelligence helps 
when deciding what needs action (and understanding what kind 
of action is needed). This leads directly to calculating context plus 
personalization, which equals actionability, in fact.

Context + Personalization = Actionability
Proper context helps single out threats that are relevant and 
potentially dangerous and pose a likely risk to your organization 
seeking security guidance and information. Context winnows out 
all the “other stuff” that somebody else cares about and puts the 
focus on the “good stuff” (or “bad stuff”) that your organization 
should care about.

Personalization takes security intelligence to the next level. It 
addresses the key questions about any threat of greatest concern 
to the IT and security teams. This means finding answers for the 
following questions:

 » How great a risk does each finding or category represent?

 » Which threats of brand exposures could hurt your company 
most and soonest?
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 » Which items should you address first, second, and so forth?

 » What actions should you take to address the most pressing 
priorities? Who needs to get involved? Are the right skills and 
resources available in-house?

Taking the universe of threats and focusing in on those of most 
immediate concern is what makes them actionable. Knowing what 
to do, who’s going to do it, and what kinds of resources must be 
brought to bear makes action possible.

ASI + KNOW = Actionable Intelligence
Where ASI output provides information about threats your orga-
nization faces, Netenrich Knowledge NOW (KNOW) provides 
important intelligence for context. KNOW helps you understand 
which threats are more immediate and serious so you can set pri-
orities and take quick action to fend them off.

The combination of ASI scan results and KNOW helps your orga-
nization take action and become more proactive over time. In 
particular, KNOW helps you optimize and improve the following 
security practices:

 » Incident response

 » Vulnerability and external risk management

 » Update and patch prioritization

 » Streamlined reporting to C-level executives, business line 
managers, and other stakeholders

Ultimately, integrated intelligence helps your organization 
improve and expand on Security Operations (SecOps). It also pro-
vides the key edge in keeping ahead of creative and malicious 
adversaries, who otherwise stand ready and able to do your orga-
nization (and its brand[s]) harm.
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Chapter 6

IN THIS CHAPTER

 » Evaluating threat intelligence and ASI 
features and functions

 » Comparing ASI to pen testing and Red 
Team exercises

Seeing ROI for Threat 
and Attack Surface 
Intelligence

In seeking out workable, cost-effective threat and attack surface 
intelligence solutions, your organization must look to the bot-
tom line to make sure that what it spends is offset by what it 

gains from putting this technology to work. The best threat and 
attack surface intelligence solutions combine expert intelligence 
and insight to discover assets and Shadow IT that pose risks to 
your organization’s brand(s) and IT assets and then to prioritize, 
contextualize, and make risks actionable.

Netenrich uses AI-led discovery and scans to assess your organi-
zation’s assets and brand exposures but also applies added human 
expertise to put those findings into actionable shape. The Neten-
rich threat and attack surface intelligence suite offers ease of use, 
and friendly dashboards present a workable, flexible user inter-
face that lets your IT and security teams become instantly effec-
tive and quickly find what they’re looking for. The suite is also 
web-based and ready for immediate use so your team members 
need to invest zero effort in program setup. Maintenance is like-
wise automatic, constantly handled behind the scenes.
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Seeking Out Worthy Features
When it comes to threat and attack surface intelligence, each 
of these areas has features and functions worth seeking out. 
Although they often come as a package or in suite form, they are 
addressed individually in this section.

What to look for in ASI
Useful and valuable features that characterize the best solutions 
available for threat and attack surface intelligence include the 
 following items:

 » Flexible service tiers let your organization scale up on a 
pay-as-you-go basis (services are usually cloud based, so this 
is built into such offerings, which charge by subscription level 
and actual usage).

 » Higher levels of service incorporate expert consulting and 
advice, so they help you bridge internal skills gaps as and 
when that proves necessary.

 » Reliable, expert-led, and vetted context information and risk 
prioritization provide all the guidance necessary to take 
effective, appropriate action.

 » Security Operations (SecOps) expertise and experience is 
codified into the artificial intelligence (AI) and algorithms 
in use.

Truly integrated threat and attack surface intelligence means that 
context and operational priorities and considerations pervade 
and inform solutions with real-world contextual knowledge and 
expertise.

What to look for in threat intelligence
Threat intelligence should be more than just a stream of news. 
It should also correlate information around the history of occur-
rences, observed attacks, known associated threat actors, and 
more. Look for the following features and capabilities:

 » Free newsletter with top stories of the day

 » Threat news and trends updated continuously
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 » Access to a free intelligence portal for drill-down detail, 
industry perspective, saved searches, and history

 » Easy tracking of trends involving malware, threat actors, 
methods, and vulnerabilities

 » Vulnerability insights and data

 » Rich, vetted context

• Intelligence extracted from social media, technical reports 
and advisories, worldwide threat feeds, and more

• Recent activity, historical data, expert insights, and 
industry coverage

• Points of compromise, exploit code, products affected, 
patch references, and detection rules for vulnerabilities

 » “Threats you follow” — a personalized, customized list that 
shows what’s new or changed on any given day

Netenrich offers its free Knowledge NOW (KNOW) intelligence and 
portal, which delivers all these features, capabilities, and more.

Finding maximum value
First and foremost, your organization must seek out solutions 
that combine and integrate threat and attack surface intelligence 
into a consistent, coherent, capable, and cost-effective offering. 
Integrated threat and attack surface intelligence must demon-
strate value in terms of time, effort, and outright expense.

Comparing ASI to Pen Testing
Pen testing is short for penetration testing, an occasional secu-
rity exercise wherein your trained security professionals attempt 
to break into and exploit vulnerabilities in your organization’s 
infrastructure, brand presence, and related IT assets. The people 
who do such work are called pen testers, and they often are hired as 
outside consultants to undertake this kind of testing, especially in 
organizations that don’t have a sufficient population of security 
professionals in-house to periodically undertake this interesting 
but time-consuming and technically demanding job.
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The quality of penetration testing depends on the pen test team’s 
skills, knowledge, and capabilities. According to a recent RSI 
Security blog, the average cost of a penetration test in the year 
2020 ran between $4,000 and $100,000. Penetration tests can be 
informative, and extensive, but they only represent the point (or 
points) in time during which the test occurred. They don’t and 
can’t keep up with the constantly shifting threat landscape, nor 
with emerging or trending attacks and vulnerabilities.

In general, ASI costs less and complements pen testing continu-
ously throughout the year. ASI provides a comprehensive, up-to- 
date version of some of the same data that a pen test provides.

Comparing ASI to Red Team Exercises
Red Team exercises take an approach of “by any means neces-
sary” as they seek to gain access to your organization’s brand, 
private networks, or sensitive data. Red Team exercises are prox-
ies for real-world cyberattacks. They employ recently used meth-
ods and techniques against your organization’s assets to see what 
they can learn.

Red Team exercises don’t seek to take your target systems and 
networks down. Instead, they look for ways to compromise gaps 
between good design, implementation details, and maintenance/
patching of your target systems. Red Teams look for as many 
ways to circumvent your security protocols and controls as they 
can find. Ultimately, they seek to get around your security, com-
promise systems and networks, and steal sensitive data. Theirs 
is a “white hat” exercise, anticipating malicious actors by doing 
what such actors would do in the good cause of finding security 
holes and issues, so they can be remediated and mitigated to pre-
vent genuine threat actors from following suit.

The combination of ASI with KNOW provides insights and infor-
mation about current attacks and attack methods, vulnerabilities, 
and exploits to see if they’re applicable to your organization. This 
means you can benefit from the kinds of insights that Red Teams 
deliver from time to time for simulated attack, to anticipate and 
foil such attacks before they can occur. But you get this service 
around the clock, all the time.
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Chapter 7

IN THIS CHAPTER

 » Finding value in threat intelligence

 » Finding more value in ASI

 » Making the most of AI and human threat 
intelligence

 » Acting on actionable intelligence 
improves security posture and SecOps

Ten Threat and Attack 
Surface Intelligence 
Tangibles

Moses provided the Ten Commandments. People have ten 
fingers and toes, so therefore base ten math. Bo Derek 
was a “Perfect 10.” Be that as it may, For Dummies books 

conclude with a summary called “The Part of Tens.” In this chap-
ter, you get ten facts about threat and attack surface intelligence.

Achieving Desirable Outcomes
Ultimately, your business wants its security technologies and 
intelligence to keep you out of harm’s way. A high-quality, high-
functionality threat and attack surface intelligence solution offers 
these important benefits:

 » Helps manage hidden digital risks from the public Internet

 » Knows first about threats to act fast as they come up
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 » Bridges skills gaps and reduces alert fatigue

 » Helps you grow ever more proactive and preventative, while 
improving your security posture

 » Prioritizes the most critical risks

 » Works to continuously shrink your organization’s attack 
surface

 » Demonstrates value from added protection and security

Check out Chapter 1 for more information.

Combining AI and IQ to Make  
Magic Happen

Artificial intelligence (AI) is invaluable when it comes to sift-
ing through huge volumes of data to find patterns and values, 
sniff out trends, and spot anomalies. In the world of threat and 
attack surface intelligence, AI helps speed up and automate data 
discovery, handle threat correlation, and suggest interpretations 
and priorities. But real wizardry occurs when AI-led activity is 
enriched by expert human intelligence (that’s where IQ comes 
in). By using experienced humans to vet and validate AI-driven 
data and analysis, Knowledge NOW (KNOW) and Attack Surface 
Intelligence (ASI) speed investigation of your own specific attack 
surface and unique threat landscape. Chapter  1 gives you more 
info on this topic.

Seeing Risk from the Outside-In
Attackers can’t help but peer into your organization from the 
outside-in. Most security tools work from the inside-out and 
don’t provide the same purview and perspective to their users 
that the bad guys work from. ASI deliberately adopts and pursues 
an outside-in perspective so organizations can see what hackers 
see . . . and see it first. This lets your organization act first to pro-
tect its brands. Furthermore, ASI provides continuous, ongoing, 
and actionable insights into external digital risk from the public 
Internet, including discovery and illumination of Shadow IT.
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Answering Key Security Queries
Netenrich ASI offers actionable, intelligible answers to your key 
security questions:

 » How does our business look from a hacker’s perspective?

 » Can we see all risks to external digital brand presence?

 » Is our infrastructure compromised?

 » Do we have any exposed assets we don’t know about?

 » How much of the attack surface is outside our control?

 » To what attacks are we most vulnerable in the near future? 
Further out?

 » Which risks should we mitigate first?

 » What changes can we make to preempt future attacks?

 » How is our external security posture? Is it improving?

Check out Chapter 2 for more information.

Walking the ASI Path
ASI follows four steps that represent best security practices with 
an emphasis on useful, actionable security intelligence. It com-
bines insights gleaned by using AI across billions of events and 
millions of devices with IQ magic from human experts. Chapter 3 
covers those steps in detail.

Feeling Out an Attack Surface
Attack surfaces represent the primary areas where threat actors 
focus their efforts as they foist attacks on your organization. 
Where the bad guys congregate and agitate, the good guys must 
also go  — preferably first and with overwhelming force. Key 
attack vendors include

 » Active and emerging threats

 » Brand presence, assets, and reputation
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 » Known working exploits, especially misconfigurations

 » Seeking and leveraging vulnerabilities

Flip back to Chapter 3 for more on this topic.

Casing Out Risk
Important vectors of risk often appear during attack surface 
assessments, including surfing paste bins, cloud storage, online 
code repositories, and the dark web for compromised user and 
admin accounts and credentials. Surprisingly, email accounts 
often provide search results that suggest the same kinds of 
compromise.

ASI finds evidence of subverted domains, botnet command and 
control activity, coin mining, and fraud chain pit stops amidst its 
discovery data. It also shows signs that malware is being served 
from any of your digital assets. For such items, your organization 
needs to know and respond to them.

Getting Its Value
To make the most of threat and attack surface intelligence, the 
two should be integrated. Your organization also wants flexible 
service tiers to scale up on a pay-as-you-go basis and to benefit 
from access to expert consulting and advice, such as Netenrich 
concierge services. Those same experts provide IQ magic that 
gives AI-driven discovery and analysis proper context and pri-
ority. Decades of SecOps and network experience must be built 
into a threat and attack surface intelligence’s AI and algorithms. 
And finally, integrated threat intelligence endows attack surface 
management (ASM) with informed context and usable opera-
tional priorities.

Delivering Real Threat Intelligence
The Knowledge NOW (KNOW) intelligence portal and daily news-
letter highlight top stories of the day. They also offer context 
to keep IT and security teams updated on the threat landscape 
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(including a customized option for “Threats you follow” to let 
anyone track topics of interest to them). Each news item ties into 
the free intelligence portal for fast direct access to details and 
 history. Trend-following lets users track activity for malware, 
threat actors, methods, and vulnerabilities, along with insights 
and deep drill-down data.

Context made available by KNOW includes excerpts from social 
media, technical reports, advisories, and more. Deep data cover-
age includes recent activity levels, historical data, expert insights, 
and industry coverage. You can also find info about points of 
compromise, exploit code, products affected, patch information, 
and detection rules.

Achieving True Resolution
IT tends to think of resolution in terms of alerts and incidents 
that keep on coming (which doesn’t really feel much like “reso-
lution”). Netenrich thinks of resolution as dealing with incidents 
as they happen and dealing with deeper issues to keep those 
same incidents from happening again. By freeing up your team to 
get more proactive about finding and preventing potential risks 
while they’re still “potential,” resolution intelligence makes ana-
lysts’ lives easier and aligns your cybersecurity and IT operations 
efforts — and investments — with business goals and boardroom 
objectives.

Check out Chapter 2 for more information.
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http://www.netenrich.com/try-asi/
https://www.scmagazine.com/home/security-news/data-breach/report-scotiabank-exposed-source-code-and-credentials-on-github-repositories
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