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Extending VM into the Cloud to Secure Both Runtime and Dev
If you’re a modern CISO, security leader or any other part of 
an organization’s security team, one of the problems that 
likely keeps you awake at night, is this notion of “how secure 
are we?”

Building tomorrow’s innovations means rapidly embracing 
today’s technologies, but by doing so, a company’s 
infrastructure becomes more complex and introduces 
entirely new challenges. Organizations have risk across 
their entire environment, whether on-prem, in the cloud 
or in a hybrid architecture. Critical assets no longer live 
solely in your data centers, and that means any area of your 
infrastructure becomes a critical part of your attack surface. 
This is why extending vulnerability management across your 
entire attack surface is the solution to the “are we secure?” 
problem. Just as you discover, prioritize and address your 
software vulnerabilities in traditional IT assets, companies 
now need to ensure they are doing the same for cloud 
infrastructure. They need complete and continuous visibility 
and remediations of exposures across all of their cloud 
resources and assets, ideally in a single platform. There 
are three major vulnerabilities: software flaws, identity 
compromises and misconfigurations. Companies need to 
focus on detecting and fixing these types of vulnerabilities 
and whatever types of assets they have, wherever they are.  

Security teams need to be able to recognize the highest-risk 
findings and effectively communicate with development and 
operational teams as to what those findings are and how 
to remediate them, forming the structures of what is being 
called “DevSecOps.” For security teams who are responsible 
for securing corporate and customer assets, they need a 
cloud security posture management (CSPM) solution 
that helps them establish and enforce security and 
compliance policy from code to cloud.

Companies need traditional runtime security tools to gain 
visibility of their vulnerabilities in their cloud environments 
and address existing risks from deployed resources. 
However, companies also need to detect and fix software 
flaws, identity compromises, and misconfiguration issues 
across the entire software development lifecycle and supply 
chain. Companies should at least be thinking about the 
inevitability of securing the development process. This 
includes facilitating the delivery of fixes in code to ensure 
risks are remediated quickly and minimizing the burdent on 
security team — all without having to turn developers into 
security experts. This is the cornerstone of an organization’s 
DevSecOps journey. This is how companies with a Cloud 
Security Posture Management (CSPM) solution and an 
evolving strategy to shift security left, are able to build at the 
speed of business while minimizing overall risk.
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Cloud Security Posture Management: The Move to Mainstream
To say that COVID-19 has caused significant disruption 
across all aspects of life would be an understatement. 
Notably in the cloud industry, it has accelerated two years’ 
worth of digital transformation, compressing it, in some 
cases, into just two months. This move accommodated and 
supported the tremendous increase in the need for digital, 
flexible, and remote work environments for employees while 
also providing customers new services and mechanisms to 
continue to do business with these companies. 

Organizations have stepped up cloud infrastructure 
adoption and cloud service providers, in turn, have answered 
the call. However, cloud breaches are increasing in scale and 
velocity as well. Over 30 billion records have been exposed 
in 200 breaches over the last two years due to cloud 
infrastructure misconfigurations alone. 

As organizations rapidly adopt cloud services and 
infrastructure, the margins for error will continue to 
increase, meaning there is an imperative for cyber resilience. 
CSPM solutions started emerging in 2013 to address cloud 
misconfigurations, but today CSPM has come into its own 
and is more widely viewed as a mainstream cloud security 
control. According to analysts, this technology is in the 
“now’’ range due to the heavy adoption across a number of 
adjacent security technologies and has begun to see the 
beginnings of mainstream adoption. This is especially true 
for organizations that must comply with regulatory mandates 
such as HIPAA, HITECH, DFAR and others.

Organizations looking to leverage CSPM today are on the 
leading edge of what will undoubtedly be a widespread 
adoption of this critical technology. This guide is designed 
to outline the key considerations when evaluating CSPM 
solutions.

Over 30 billion records 
have been exposed in 
200 breaches over the 
last two years due to 
cloud infrastructure 
misconfigurations alone.

https://cisomag.eccouncil.org/misconfigured-cloud-databases/
https://cisomag.eccouncil.org/misconfigured-cloud-databases/
https://cisomag.eccouncil.org/misconfigured-cloud-databases/
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https://cisomag.eccouncil.org/misconfigured-cloud-databases/
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https://cisomag.eccouncil.org/misconfigured-cloud-databases/
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Traditional CSPM
The general principle behind CSPMs involves establishing a 
secure configuration baseline in runtime and monitoring for 
drift from the baseline. Organizations can leverage CSPM 
to identify common security misconfigurations through the 
following basic process:

1. CSPM solutions connect to runtime cloud environments 
via APIs and assess configurations for risk.

2. Once risks are mitigated, the CSPM solution establishes 
the baseline in runtime.

3. After the new baseline has been defined, any subsequent 
changes to configurations from this baseline are 
detected and assessed for risk, again in runtime.

4. Some CSPM solutions also provide auto-remediation 
capabilities that revert configurations back to the secure 
baseline in runtime. 

This approach was a viable solution when cloud native 
infrastructure was defined and managed in runtime. 
However, that assumption no longer holds true. A recent 
CNCF survey revealed that a significant portion of cloud 
infrastructure today is defined and managed as code 
during development. Popular Infrastructure as Code (IaC) 
technologies include:

Containers:  
Used by 92% of organizations 
in production

Kubernetes:  
Used by 83% of organizations 
in production

Serverless:  
Used by 30% of organizations 
in production

Experts expect this trend to continue upward and the 
implication is that misconfigurations are introduced during 
development and result in cloud infrastructure being 
provisioned with existing risks. For that reason, baselines 
must be created much earlier in the cycle in order for CSPM 
to be effective.

The inherent flaw in runtime CSPM solutions is this: They 
are capable of detecting these misconfigurations but it is 
very expensive to resolve risks in runtime. As a result, the 
majority of these issues are not addressed which creates 
windows of opportunity for attackers, not to mention 
significant liability for organizations. More importantly, 
changes to configurations in runtime to resolve risks 
creates yet another problem: The configuration change is 
not reflected in the IaC, which means if the infrastructure is 
redeployed using IaC, the configuration fixes will be lost. In 
the best case, time, money and resources have been 
wasted; in the worst case, organizations are left with 
a false sense of security.

https://www.cncf.io/wp-content/uploads/2020/11/CNCF_Survey_Report_2020.pdf
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Making the Case for Next-Generation CSPM
With a significant increase in reliance on cloud and a shift to Infrastructure as Code, it’s easy to see why existing CSPM 
must evolve if it is going to keep pace. A new approach to CSPM is required in which misconfigurations are detected and 
resolved during development, and the secure posture is maintained in runtime. This can be achieved by following three 
important tenets:

1. Securing Infrastructure as Code
The first step is to start the process during development, 
when code is being written. This means scanning 
IaC during development to detect and resolve 
misconfigurations and establishing a secure baseline. 
This ensures that cloud infrastructure is not provisioned 
with risks and is “born secure.”

2. Monitoring Infrastructure 
Configurations in Runtime
It must be assumed that users will make changes to 
configurations in runtime which can, over time, result 
in drift. For this reason, continuous monitoring is 
essential to maintaining a secure environment. Once the 
infrastructure has been provisioned using the secure IaC 
baseline, continue to monitor configurations in runtime 
to detect changes.

3. Remediating Through 
Infrastructure as Code
Any detected change must be assessed for risk. The 
difference with next generation CSPM is that it always 
refers to IaC as the single source of truth. If a change 
introduces risk, the cloud is redeployed based on the secure 
IaC baseline. If a change does not introduce risk, the IaC 
is updated to reflect the change and establish a new IaC 
baseline based on the changes. This ensures that good 
configuration changes made in runtime are not lost.

This overview sets the stage for the future of cloud security 
and the tangible benefits offered through a next-generation 
CSPM solution. The next sections of this guide will take a 
deep dive into the key capabilities required for each tenet as 
well as questions to consider before purchasing a CSPM.
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Tenet #1: Securing Infrastructure as Code
Detecting misconfigurations in Infrastructure as Code (IaC) 
early in the development process and providing real-time 
feedback to developers is imperative as it increases the 
likelihood of risks being resolved. As a result, IaC must be 
continuously scanned as developers commit code in their 
repositories, but it needs to do so early and in a way that 
is unobtrusive. This can be achieved by CSPM solutions 
that integrate with popular Integrated Development 
Environments (IDE) or source code management (SCM) tools. 
The points below outline the steps that next-generation 
CSPM solutions take to ensure a secure baseline has been 
created within your IaC.

Breadth of IaC Support
The challenge in securing IaC lies in the fact that there 
has been a proliferation of IaC but there is very little 
standardization of infrastructure definitions across the 
different types of IaC. For example, Kubernetes YAML is 
different from HashiCorp Configuration Language (HCL) for 
Terraform. This lack of standardization makes it difficult to 
assess and mitigate risk with a uniform set of policies and 
threat models. The only scalable way to achieve consistency 
is by normalizing multiple types of IaC into a uniform format 
(Cloud as Code). When evaluating CSPM solutions, it is 
important to explore the breadth of IaC support and ensure 
that the key technologies your organization is using are 
supported.

Compliance and Governance
Once infrastructure definitions have been normalized, 
policy-based checks (Policy as Code) can be uniformly 
applied to identify compliance or security best practice 
violations. Examples of common violations include:

• Cloud storage services open to the public

• SSH ports open to the internet

• Open security groups

In order to be effective, CSPM must review code as it is 
being developed, but it must be done in a way that does not 
hinder developers’ workflow and agility. Tenable.cs delivers 
1,800 out-of-the-box policies for developers to leverage 
and onboard as part of their process as well as the option to 
create custom policies. While evaluating CSPM solutions, 
you should expect to find a comprehensive, robust policy 
library as well as ease in which to create custom policies. 
It is worth noting that Open Policy Agent (OPA) is the new 
standard for policy enforcement. Python-based policy 
engines, as an example, are unwieldy in comparison to OPA-
based ones that leverage the Rego query language.

Breach Path Prediction
In high velocity development environments where 
Infrastructure as Code is constantly changing, Policy as 
Code can produce a large volume of alerts, which can cause 
alert fatigue. In fact, a recent study revealed a startling 
result of this fatigue: only 4% of detected issues are actually 
addressed. The reality is that not all risks are equal, so 
there must be a way to assess exposure and exploitability 
of each risk in order to be able to prioritize resolution. 
For example, a container with a vulnerability in a private 
subnet is not as risky as one that is exposed to the internet. 
Tenable.cs utilizes threat modeling technology to assess 
and prioritize threats, meaning you will know which alerts 
require immediate attention. Threat models can be built 
by analyzing Infrastructure as Code to understand what 
resources are being defined, how they are configured, 
and the relationships between them. This enables us to 
determine if a misconfiguration introduces a potential 
breach path into the architecture. Any CSPM solution being 
considered should augment Policy as Code capabilities with 
risk detection through threat modeling (Security as Code).
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Programmatic Remediation
Programmatic risk detection must be paired with 
programmatic remediation in order for security to keep 
pace with development velocity. However, most developers 
are not security experts and lack the knowledge needed 
to remediate misconfigurations that are detected in IaC. 
Remediation workflows must have the capability to integrate 
with developer workflows, and they must also aid developers 
with resolving the risks. The only scalable approach is 
a CSPM solution that automatically generates the code 
required to resolve misconfigurations and raises pull 
requests against the master branch (Remediation as Code). 
With this approach, developers can maintain their velocity 
of development and ensure code quality.

Breadth of CI/CD Integrations
Post-commit, most organizations leverage CI/CD 
pipelines to continuously build and deploy infrastructure. 
This provides a final opportunity to ensure that cloud 
infrastructure is not provisioned with misconfigurations. 
It is important for CSPM solutions to integrate with CI/CD 
tools in order to act as a guardrail to deliver continuous 
security and block misconfigured infrastructure from being 
deployed. When selecting CSPM tools, be sure to explore the 
breadth of CI/CD integrations and be certain that the core 
tools used by your organization are supported.

Key Questions to Ask When Purchasing a CSPM:

• What types of IaC are supported?

• How many predefined policies are available?

• What compliance and security standards are 
supported?

• What query language is used to define custom policies?

• How does the solution identify potential breach paths in 
dev time and prioritize issues for resolution?

• Does the solution automatically generate the code to 
resolve misconfigurations and create pull requests to 
aid developers?

• Which CI/CD tools does the solution integrate with 
to enable guardrails that prevent misconfigured 
infrastructure from being provisioned?
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Tenet #2: Monitoring Infrastructure Configurations in Runtime
Once the misconfigurations in Infrastructure as Code 
have been resolved, a secure baseline is established and 
infrastructure is deployed. In theory, any configuration 
changes to infrastructure in runtime should be disallowed 
and should be made via IaC instead, thus retaining an 
immutable infrastructure. However, the reality is quite 
different. Configuration changes to cloud infrastructure 
do occur in runtime for a variety of reasons, and making 
changes is also quite commonplace. In a recent study, 
Tenable found that over 90% of organizations allow users to 
make changes to cloud infrastructure in runtime As a result, 
constantly monitoring runtime infrastructure for changes 
against the secure IaC baseline is critical.

Codifying Runtime Environments
In order to compare infrastructure changes in runtime to the 
definitions in the IaC baseline, infrastructure configurations 
in runtime must be converted to code (Cloud as Code). This 
enables a deterministic way to compare resources created 
in runtime versus ones defined through IaC. Similarly, 
it enables a deterministic way to compare a resource’s 
configuration in runtime to its definition in IaC. Essentially, 
runtime configurations must be reverse engineered to 
codify them, which is the biggest and most fundamental 
architectural difference between first and second 
generation CSPM.

Drift from the IaC Baseline
Since IaC does not support 100% of runtime resources, 
it is inevitable that some resources will be defined and 
updated once the infrastructure is deployed. This is why 
it is imperative that CSPM solutions detect configuration 
changes (Drift as Code) to existing resources from the 
definitions in the IaC baseline - configuration drift. It should 
also detect new resources that are created as well as ones 
that are terminated, deviating from the IaC baseline — 
resource drift. Common drifts include changes to security 
group configurations and IAM policies.

Compliance and Governance
Awareness and management of drift is critical to 
maintaining strong security hygiene. As soon as drifts 
are identified, they must be assessed to determine if 
compliance or security best practices have been violated. 
It is important to ensure uniform governance and leverage 
the same set of policies (Policy as Code) that were used to 
assess the IaC. 

Breach Path Prediction
Drifts must also be assessed to determine if they introduce 
potential breach paths. This can be achieved through threat 
modeling. If a change does introduce a potential breach 
path, remediating that issue can be prioritized over lower 
severity risks.

Key Questions to Ask When Purchasing a CSPM:

• What runtime environments are supported?

• Does the solution identify resource creation or 
termination relative to a secure baseline defined 
through IaC?

• Does the solution identify changes to the configuration 
of a resource from its definition in the IaC baseline?

• Does the solution apply the same set of policies in 
runtime that were used to assess IaC?

• How does the solution identify potential breach paths in 
runtime and prioritize issues for resolution?
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Tenet #3: Remediation Through Infrastructure as Code
The biggest distinction between first generation and 
next-generation CSPM solutions lies in their approaches 
to remediating drifts that are introduced in runtime. First 
generation CSPM solutions provide remediation capabilities 
to address a limited set of risks by automatically making 
changes to configurations in runtime. The risk with this 
approach is three-fold:

• It requires the CSPM tool to be provided with permission 
to update runtime environments, which may go against 
company policy for security-conscious organizations.

• Enabling a tool to automatically make configuration 
changes to runtime infrastructure introduces the risk of 
potential downtime.

• Most importantly, making a change to infrastructure 
configurations in runtime creates drift from the IaC 
baseline. The implication is that if the infrastructure is 
redeployed using the IaC, the change that was made in 
runtime will be lost.

In contrast, next-generation CSPM solutions establish IaC as 
the single source of truth. Here is how this plays out in two 
different scenarios:

Non-risky change example: An engineer increases the 
memory configuration of a compute instance in runtime 
to improve the performance of an application. The 
configuration change made in runtime does not introduce 
risk, so the corresponding IaC must be updated to reflect 
the change and a new IaC baseline is established (scenario t1 
in the figure above). This can be achieved with Remediation 
as Code by automatically generating the code to update the 
IaC and sending it to the appropriate developer as a pull or 
merge request for review.

Risky change example: An engineer might accidentally 
create a rule within a route table that exposes a private 
subnet containing a sensitive datastore to the internet. For 
configuration changes in runtime that introduce risk, the 
code to resolve the issue is generated based on the secure 
configuration in the IaC baseline (Remediation as Code). 
Operations can then redeploy the infrastructure using the 
code and eliminate the risky change. 

Key Questions to Ask When Purchasing a CSPM:

• When a change is made in runtime, does the solution 
automatically generate the code to resolve the issue?

• Does the solution programmatically create pull or 
merge requests with the code in order to update the IaC 
and remediate the drift created in runtime?
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Summary
Cloud computing touches almost all aspects of modern life, 
from healthcare to transportation, agriculture to commerce. 
Every day, people and organizations rely on more than 35 
billion cloud-connected devices to connect with family and 
friends, transact business, provide defense and critical 
infrastructure support, and much more. By 2025, that will 
more than double to 75 billion devices.

The safety, security and availability of these cloud 
applications and services – their cyber resilience – has 
never been more important, yet breaches are increasing in 
scale and scope. In the last three years alone, more than 
30 billion records have been exposed in the cloud. Attacks 
have become more sophisticated, and are increasingly 
targeting the supply chain to distribute malware under the 
guise of trusted vendors in order to gain control of end user 
systems, exploit critical databases and extort organizations 
for financial gain.

Having unified visibility of resources and being able to 
detect and fix vulnerabilities across your entire cloud 
runtime environment is a good start to protecting cloud 
infrastructure. However, the valid argument for shift-left 
CSPMs is that those fixes are applied too late — risks 
identified in runtime are already exposed to attackers, and 
fixes applied in runtime will be overwritten with the next 
deployment.

Traditional modes of securing software are not enough 
to detect and prevent a breach, because software 
development and delivery have inherently changed with the 
move to the cloud. More than ever before, developers are 
in the driver’s seat in a software-driven economy. They’re 
not only writing the code that powers applications, but 
increasingly infrastructure and automated processes as 
well. All it takes is a single bad code commit to create a 
breach path that attackers can exploit.

When evaluating modern CSPM solutions, it is critical to 
look for solutions that programmatically detect and resolve 
misconfigurations during development through IaC, and 
maintain the secure posture in runtime. This approach 
enables cyber-resilient architectures and security at the 
speed of DevOps. Key capabilities required to achieve this 
include:

1. Policy as Code

2. Security as Code

3. Remediation as Code

4. Drift as Code

These capabilities can only be realized by normalizing 
configuration from multiple types of IaC as well as from 
multiple runtime cloud environments -- essentially 
codifying your cloud. The following checklist provides a 
comprehensive list of questions to assist you in your Shift 
Left CSPM evaluation process.

https://medium.datadriveninvestor.com/the-next-cloud-edge-computing-4254c6443572
https://medium.datadriveninvestor.com/the-next-cloud-edge-computing-4254c6443572
https://medium.datadriveninvestor.com/the-next-cloud-edge-computing-4254c6443572
https://medium.datadriveninvestor.com/the-next-cloud-edge-computing-4254c6443572
https://medium.datadriveninvestor.com/the-next-cloud-edge-computing-4254c6443572
https://www.google.com/url?q=https://www.concourselabs.com/newsroom/cloud-raises-the-risk-for-financial-institutions/&sa=D&source=docs&ust=1648658864414216&usg=AOvVaw1AbtP1XQdyEegEP9yBf3f2
https://www.google.com/url?q=https://www.concourselabs.com/newsroom/cloud-raises-the-risk-for-financial-institutions/&sa=D&source=docs&ust=1648658864414216&usg=AOvVaw1AbtP1XQdyEegEP9yBf3f2
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Modern CSPM Checklist 

Securing Infrastructure As Code

 ❑ What types of IaC are supported?

 ❑ How many predefined policies are available?

 ❑ What compliance and security standards are supported?

 ❑ What query language is used to define custom policies?

 ❑ How does the solution identify potential breach paths during dev time and prioritize issues for resolution?

 ❑ Does the solution automatically generate the code to resolve misconfigurations and create pull requests to aid 
developers?

 ❑ Which CI/CD tools does the solution integrate with to enable guardrails that prevent misconfigured infrastructure from 
being provisioned?

Securing Infrastructure Configurations In Runtime

 ❑ What runtime environments are supported?

 ❑ Does the solution identify resource creation or termination relative to a secure baseline defined through IaC?

 ❑ Does the solution identify changes to the configuration of a resource from its definition in the IaC baseline?

 ❑ Does the solution apply the same set of policies in runtime that were used to assess IaC?

 ❑ How does the solution identify potential breach paths in runtime and prioritize issues for resolution?

Remediating Through Infrastructure As Code

 ❑ When a change is made in runtime, does the solution automatically generate the code to resolve the issue?

 ❑ Does the solution programmatically create pull or merge requests with the code in order to update the IaC and remediate 
the drift created in runtime?


