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By 2025, IDC expects that there will be 55.7 billion connected devices in use worldwide. This intensive growth is creating tremendous 
opportunities for organizations to deploy Internet of Things (IoT)-enabled products and use them to differentiate their businesses, 
open new revenue streams, employ analytics-based decision making and improve operational efficiencies. But it’s also creating a 
new set of challenges, as IoT devices inherently come with complexity and customization challenges.

As IoT is embraced across industries, the difference between the innovators and the followers often comes down to who can bring 
their solutions to market first — and the competition is intense. There are plenty of reasons why some initiatives fail. Massive 
quantities of data, combined with high rates of change in today’s cloud-native world have created an explosion of complexity, which 
often leads to cycles lost on lessons learned. This can delay development and increase time-to-market. 

What developers need is a competitive edge — such as a collection of services to jump-start connected device projects. This guide 
provides a clear path forward. It overviews IoT use cases, technical considerations, tips to accelerate the development journey on 
AWS and next steps to IoT development. 

Will your organization have what it takes to lead the pack?

What is IoT?
IoT is a new moniker for an old concept. Even before the term became popular, machine-to-machine technologies were already in use. 
What’s unique now is that connecting machines is much easier. As a result, a whole new industry has grown up around internet-based 
technology development. 

Today, IoT refers to connected devices that have smaller units of processing power than mobile phones. They can be anything from 
wearables and home automation products to industrial devices deployed in the field and in factories to monitor remote operations 
and drive the entire production process. The commonality between these devices is that they all incorporate a sensing capability 
and internet connectivity. In other words, they connect the real world to the virtual world, thereby collecting and managing data and 
enabling businesses to make data-driven decisions in real time. 

While IoT devices have claimed fame around functionality like remote monitoring, control and alerting, the future of IoT will facilitate 
the deliverance of business actions, such as around predictive failure, prevention and maintenance.

Business advantages of IoT
IoT is on a rapid growth trajectory today because of the wide range of business value it delivers in these three development areas: 

 • Connected products: Build new revenue streams, enhance customer experience and bring new products to market.

 • Industrial IoT: Enhance manufacturing and industrial applications with real-time, cloud-powered intelligence.

 • Distributed intelligence: Gain insights from fleets of distributed devices deployed worldwide to enhance and optimize operations. 
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Business use cases for IoT
While there are thousands of use 
cases for IoT products, there are three 
major categories that typically drive 
IoT adoption — direct end-user value, 
performance and failure management, 
and engineering and reliability.

Category 1 — Direct end-user value
In these use cases, the purpose of IoT is 
to enable remote monitoring and control, 
such as connected home products like 
smart lights. They are customer focused, 
use the internet to enable remote 
command and control as well as data 
collection and visualization, and are 
used for monitoring the performance 
of devices remotely. Examples of 
functionality in this category include:

 • Turn lights or appliances on 
and off remotely 

 • Detect the fill level of a water tank

 • Detect the occupancy level in a room

Category 2 — Performance and failure 
management
This category includes devices that 
provide remote failure alert and 
prediction, so that companies can 
dispatch personnel for maintenance and 
repair if needed. Devices in this category 
help answer important business-risk 
questions such as:

 • How is the machine performing?

 • When will this machine fail?

 • Should we proactively take action?

Category 3 — Engineering and reliability
Devices in this category provide insight 
into how products are performing in 
the real world. The insights improve 
product quality. Devices in this category 
help answer important business-risk 
questions such as:

 • How are all of our 
products performing?

 • How can we improve the quality of our 
products for everyone?

 • What should we change 
in our engineering and 
manufacturing approach?

Industry-leading IoT solutions
Multiple industries are leveraging IoT 
to improve their business operations. 
Here are use case examples in four 
leading industries:

Manufacturing IoT use cases 
($54B market)
IoT networked sensors and intelligent 
devices are used directly on the 
manufacturing floor, where they collect 
data to drive AI and predictive analytics. 
IoT monitors events in real time across 
the supply chain, where it provides real-
time data that improves decision-making, 
increases efficiencies, lower costs, and 
improves workers safety and security. 
Examples include:

 • IoT and AI for worker safety and 
OSHA compliance

 • “Connected workers” whose tasks are 
monitored and supported by a large 
network of digital tools

 • Retrofitting legacy PLC environments 
to be cloud-enabled

 • Predictive maintenance and failure

Transportation and logistics IoT use 
cases ($40B market)
Includes devices that manage, track 
and monitor connected vehicles, freight 
or other assets in real time — across 
town and around the world. IoT services 
improve communication at all levels 
and allow organizations to control the 
processes in multiple ways, including 
loading, delivery and shipments, while 

also providing real-time delivery status 
to customers. Examples include:

 • Supply chain optimization

 • Less-than-truckload inventory 
tracking solutions 

 • Shipping equipment tracking 
(containers, trailers, etc.)

Healthcare and life sciences IoT use 
cases ($17B market)
The healthcare and life sciences industry 
has been among the early adopters of 
IoT. In these industries, IoT helps reduced 
errors, minimize waste and lower costs. 
For example, with IoT, patient monitoring 
can be done in real-time, drastically 
reducing the need for doctors making 
physical visits. Examples include:

 • Facility schedule optimization 

 • Asset and equipment tracking

 • EMR integration

 • Digital therapeutics 

 • Connected medical and 
telehealth devices

 • Wearable virus monitoring

Energy, utilities, and oil & gas IoT use 
cases ($40B market)
Includes embedding vehicles, equipment 
and buildings with electronics, software, 
sensors and network connectivity. IoT 
is helping companies reduce the cost 
of utilities and improve both the end-
customer experience and the bottom 
line. Examples include:

 • Automatically send meter readings 
through electricity smart metering

 • Automatic methane and environmental 
monitoring and alerting
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How to get started with IoT  
How IoT works
The primary focus of IoT solutions is the data captured by the IoT devices. Below is a 
process flow illustration showing how device data is leveraged for various use cases. 
The majority of IoT solutions follow a similar path. 

IoT
device

Ingest Process

React Notify

Store Analyze

Expose

Web/Mobile app

1. Ingest — connection and communication
The IoT device is connected to and communicates with a service on the internet. 
The service reliably and securely receives the IoT device’s messages and 
delivers them onward. 

2. Process — react or store
There are typically two processing paths. One is for instant reactions and the 
other for storing. 

 • React: This action will trigger a real-time alert and action to anomalies and alarms. 
There is almost always a notify component to the workflow, whereby the device 
sends push notifications, like emails or text messages, onto mobile apps.  

 • Store: This action retains data to conduct big data analysis over time, such as to 
perform value-added services for a single customer, or to determine how all of the 
devices perform on the aggregate. 

3. Expose — customers use the device
Most devices today are exposed on an external website or mobile app, where users can 
access data and visualize status. 
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Business barriers to IoT success
Most developers understand the value they want to create 
in their IoT devices, but not necessarily the business barriers 
standing in their way. Among them are the following:

 • New business models need to support IoT apps: In a 
traditional business model, the relationship with customers 
tends to be over at the point of sale. When introducing 
IoT devices, organizations now have to think about how 
they will maintain supporting infrastructure, release new 
software updates, provide customer support for connectivity 
issues, and, most importantly, pay to store data and do 
computations on that data on an ongoing basis.

 • Need to staff up to deploy and manage infrastructure: In 
addition to infrastructure costs, there are also the costs of 
staffing to deploy and manage the infrastructure.

 • Need to deliver SLAs worldwide: When hosting IoT products, 
it’s not acceptable for customers to not be able to leverage 
their devices in the event of an outage. This raises new 
challenges for U.S.-based companies that are accustomed to 
supporting customers during regular business hours. With 
a worldwide user base, organizations need to change their 
business models to provide 24x7 support.

 • Need to understand and plan for privacy laws: With new 
privacy laws taking effect, it’s evident that we’re only going to 
start seeing more data privacy laws introduced in the coming 
years. Understanding privacy laws, and designing products 
to respect those laws, while still enabling business features, 
should be a big part of planning and deploying IoT products.

 • Need to manage worldwide connectivity: This can be a 
simple problem when building a WiFi device. On the other 
hand, when developing cellular devices, where there 
are thousands of cellular providers, it can be difficult to 
determine how to interconnect with the right ones.

Technical barriers to IoT success
Once you’ve accounted for the business barriers, the next set 
of considerations relate to the actual development of the IoT 
solution. Here are many of the potential barriers that today’s 
IoT developers must account for and overcome to achieve 
successful IoT development. 

Security — eliminate risks
 • Design with regional data privacy laws in mind

 • Plan for provisioning and anti-cloning

 • Apply encryption on-device, in transit and at rest

Connectivity — balance cost with battery power
 • Choose the best technology 

 • Configure connectivity (Wi-Fi networks, SIM cards, etc.)

 • Choose message delivery method and format

Battery — align battery with use cases
 • Weight compatibility with use case

 • Consider replaceable, rechargeable or disposable

 • Consider time between charges

 • Consider battery type based on connectivity options, 
including message frequency and connectivity 

Sensor — smooth integration 
 • Select and test integration against constraints

Integration — find an ideal
 • Choose the best circuit and PCB design

 • Expect multiple revs to create a perfect board

Scale — storage vs. computing needs
 • Achieve performance at full scale

 • Calculate the volume of ingest, compute, storage and 
analysis required

Updates — staying current
 • Ensure delivery and integrity

 • Plan for fallbacks to avoid “bricking”
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Accelerating your 
development journey 
on AWS IoT 
IoT is not a technology — it’s a concept. But it’s a concept that 
is supported with unique technology. Amazon Web Services 
(AWS) offers developers a wide range of services for consumer, 
industrial and commercial IoT solution development. The 
diversity and innovation of AWS’s wide range of services 
provides developers with the agility and flexibility to develop 
IoT applications for data ingestion, computation and analytics.

Why leverage AWS IoT for development? 
Whether using IoT to remotely control a device for connected 
homes or to collect and predict performance and failures, 
organizations can gain many business advantages from AWS. 
For example, AWS IoT services deliver everything IoT developers 
need — including connectivity, storage, application and 
analytics capabilities. These advantages help build IoT-enabled 
apps quickly and at a fraction of the cost of other methods.

These are just some of the business advantages developers 
gain from AWS IoT:

 • Broad and deep services. AWS IoT gives developers broad 
and deep services — from the edge to the cloud. 

 • Multi-layered security. AWS IoT provides services for 
all layers of security, including preventative security 
mechanisms like encryption and access control to device 
data, along with services to continuously monitor and 
audit configurations.

 • Superior AI integration. AWS brings AI and IoT together to 
make devices more intelligent. Developers can create models 
in the cloud and deploy them to devices where they run two-
times faster compared to other services.

 • Proven at scale. AWS IoT is built on a secure and proven 
cloud infrastructure, and scales to billions of devices and 
trillions of messages. What’s more, AWS IoT integrates with 
other AWS services, so developers have the tools they need if 
they want to build complete solutions.

Access a wide range of AWS services  
AWS is a massive platform and IoT is just one aspect. The 
advantage is that the IoT services integrate with other AWS 
services — giving developers access to everything they need 
to expand the capabilities and business value of their IoT 
devices. This overview shows the depth and breadth of services 
available to developers in multiple categories within the 
AWS ecosphere. 

Device software — connect devices and operate at the edge
 • AWS IoT Greengrass: Software that runs local compute, 

messaging, data caching, syncing and machine-learning 
inference capabilities on connected devices securely. 

 • FreeRTOS: An OS for microcontrollers that makes small, 
low-power edge devices easy to program, deploy, secure, 
connect and manage.

Connectivity and Control Services — secure, control and 
Manage Devices from the cloud
 • AWS IoT Core: Lets connected devices easily and securely 

interact with cloud applications and other devices. 

 • AWS IoT Device Defender: Continuously monitors and audits 
IoT configurations to ensure they aren’t deviating from 
security best practices. 

 • AWS IoT Device Management: Securely register, organize, 
monitor and remotely manage IoT devices at scale. 

Analytics Services — Extract value from IoT data faster 
 • AWS IoT Analytics: Run sophisticated analytics on massive 

volumes of IoT data. 

 • AWS IoT SiteWise: Collect, organize and analyze industrial 
data at scale. 

 • AWS IoT Events: Detect and respond to events from large 
numbers of IoT sensors and applications. 

 • AWS IoT Things Graph: Connect different devices and cloud 
services to build IoT applications. 

AWS as an IoT platform 
Whether developers are using IoT to remotely control a device, 
for device tracking, or to collect and predict performance 
information, the setup of a strong and functional IoT 
application requires an unprecedented amount of connectivity 
and flexibility. 
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AWS’s IoT services allow developers to easily leverage a number of AWS solutions to 
ingest, compute, analyze and store data for an optimized IoT experience at a fraction of 
the cost. Here’s how. 

IoT
device

IoT
device

In the field

AWS IoT
device broker

AWS IoT
rules engine

Analyze

Amazon Kinesis
Firehose

Amazon
Athena

Amazon S3 Data Lake
historical data

Process

Amazon Kinesis
Streams

DynamoDB
Active dataset

Lambda
functions

React

SES

Expose

Amazon API 
Gateway

Amazon
Cloudfront

Amazon S3 Buckett
web app

Web
clients
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user

MQTT 
over TLS

Ingest & control

Device
Registry 

SNS

Sensor data

1. Ingest with AWS — overcome the risk of out-of-order notifications
AWS offers a number of capabilities for devices to communicate with applications. 
While bi-directional messaging exists in the AWS IoT core, special attention must be 
given to communications with direct publication, because out-of-order messages can 
impact outcomes. To overcome the risks, AWS IoT employs device shadows. These allow 
application logic to view a device’s last reported state and adjust it to the desired state 
through a delta. 

2. Compute with AWS — “serverless” availability and scalability
“Serverless” is the epitome of cloud native, pushing nearly all infrastructure and 
software management to the cloud platform. This shift in responsibility frees 
developers to focus on differentiating application logic, while leaving concerns around 
high availability, scalability and OS management to the platform. IoT solutions are ideal 
candidates for serverless services, such as AWS Lambda, as they are inherently event-
driven, bursty and require consistent, performant operations at any scale. As an added 

benefit, serverless tends to reduce 
operational costs, especially in early 
days, as a business doesn’t need to pay 
for idle or pre-provisioned resources.

3. Analyze with AWS — 
more flexibility in the data 
being analyzed
A data lake is a storage repository that 
eschews database structure and format, 
and stores data in the native format of 
the source data with a flat, instead of 
hierarchical, format. A data lake’s major 
distinction is its schema-on-read nature. 
Traditional data warehouses use schema-
on-write, which has a schema applied as 
data is written to the database. While this 
may make querying easier, it’s possible to 
lose data during the transformation due 
to the schema not accounting for certain 
precision in the raw data that may be 
needed later. Similarly, query patterns 
can impact data return, particularly 
if a query doesn’t match the schema. 
In schema-on-read, differing schemas 
are applied when data is being read, 
allowing more flexibility in the data being 
analyzed as different questions can be 
asked in these schemas.

IoT Development in 
Eight Services
Developers only need these 
eight key AWS services to 
complete an IoT app:

 • AWS IoT Core: Secure connectivity, 
device management and 
message routing

 • Amazon Kinesis Streams: Buffer 
and batch of IoT messages for 
AWS Lambda and concurrency

 • Amazon Kinesis Firehose: 
Batch and store raw IoT 
messages in Amazon S3

 • Amazon S3 and Glacier: Store 
raw IoT messages and web 
application assets

 • AWS Lambda: Real-time 
processing of IoT messages

 • Amazon DynamoDB: Store an 
“active dataset”

 • Amazon API Gateway: Front API 
requests and route them to AWS 
Lambda for processing

 • Amazon SES and Amazon 
SNS: Send email, SMS and 
push notifications
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About Rackspace Technology
Rackspace Technology is the multicloud solutions 
expert. We combine our expertise with the world’s 
leading technologies — across applications, data 
and security — to deliver end-to-end solutions. 
We have a proven record of advising customers 
based on their business challenges, designing 
solutions that scale, building and managing those 
solutions, and optimizing returns into the future.

As a global, multicloud technology services 
pioneer, we deliver innovative capabilities of 
the cloud to help customers build new revenue 
streams, increase efficiency and create incredible 
experiences. Named a best place to work, year 
after year according to Fortune, Forbes, and 
Glassdoor, we attract and develop world-class 
talent to deliver the best expertise to our 
customers. Everything we do is wrapped in our 
obsession with our customers’ success — our 
Fanatical Experience™ — so they can work faster, 
smarter and stay ahead of what’s next.

Learn more at www.rackspace.com/applications/
iot-edge or call 1-800-961-2888.
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Get started — the 
powerful next step
Now that you understand the power of AWS IoT to 
help develop devices faster and more effectively, the 
next question is: How do you get started? Rackspace 
Technology has developed an approach that moves the 
process forward rapidly — so you can bring your IoT 
solutions to life in months, not years.

IoT solutions are complex and multi-faceted. From 
prototype to production, Rackspace Technology 
expertise, along with our collection of hardware, 
software and accelerators, will help expedite 
your IoT journey. 

Here are the basic steps we take:

 • Project review: Meet to understand your vision for the 
IoT solution and use case 

 • Proof of concept: Address technical or business risk in 
a matter of weeks

 • Build components: Create hardware, software and 
cloud for production use

 • Demonstrate platform: Review the completed 
solution’s tangible impact

End-to-End IoT solutions from  
Rackspace Technology
Rackspace Technology can support end-to-end IoT 
solutions with a wide range of hardware, firmware, 
platforms and analytics. Here is a quick overview of 
what Rackspace Technology professionals bring to IoT 
project development. 

 • Hardware and firmware: Rackspace Technology 
leads the industry in the design and development 
of applications for prototype, pilot and 
production devices. We can design for multiple 
connectivity options, physical form factors and 
power management.

 • Platforms: Rackspace Technology delivers exceptional 
platform services and support. They are built on 
AWS tools, comprise a cohesive single pane of glass 
to manage devices, offer global connectivity and 
serverless and automated options, cover internal 
and end-user-facing applications, and provide data 
ingestion, storage and analysis support.

 • Applications: Rackspace Technology builds world-
class cloud native web and mobile applications. With 
end-to-end software development capabilities — from 
UI/UX design through development and deployment — 
our team of experts will help connect users with your 
devices and the insights they provide.

 • Analytics: Rackspace Technology capabilities include 
dashboards and visualizations, data preparation 
(cleansing, enrichment, etc.), building and training 
machine-learning models, and performing inference at 
edge devices in AWS

Accelerate your IoT success. 
Contact Rackspace Technology today. 
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