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It is our experience that organizations too 
often overlook many of their digital assets. 
Security is defined as a perimeter or in terms 
of internal versus external. This classification 
works, but only for a subset of assets. Does 
your perimeter include your brand or domains? 
Or does it stop at your external-facing firewall?

It is time to confront a huge security risk head-on: There is a good chance you are 
unaware of your entire attack surface and all that it includes. This is not a unique or 
small problem. Modern enterprises are growing and harnessing new technologies so 
quickly that it is nearly impossible to expect security teams to keep up on everything their 
organization is using (or no longer using). Furthermore, in a world where it is possible to 
put a system or service in the cloud within a matter of seconds, perform a function, and 
then be destroyed minutes later, the question must be asked: What is a digital asset?

Therein lies the problem. Think for a moment about all the assets within your 
organization: Are systems physical or virtual, cloud or on-site? If your thought process of 
an asset stops with machines or systems, you are underestimating your attack surface. For 
example, you likely take advantage of cloud hosting provider solutions, so you likely have 
a suite of API-based cloud assets as well. In addition, domains and sub-domains, DNS 
entries, and your corporate brand are digital assets that attackers can abuse, so you must 
consider these factors to be part of your attack surface as well.

In this whitepaper, we will look at a platform that seeks to help you define 
and protect your assets: Netenrich’s Attack Surface Intelligence (ASI). We 
had the chance to get hands-on with ASI, and it provided unique, industry-
leading insight into the potential attack surfaces that your organization may, 
or may not, be aware of. ASI combs through billions of data points—many 
unknown to security teams—to quantify your organization’s attack surface.

Some of our key takeaways from using ASI include:

•   Easy-to-use, insightful dashboards with immediate security relevance

•   Automated discovery and classification of myriad digital assets

•   Granular alerting and data reporting that provide actionable steps for remediation

•   Risks categorized by attack surface application and enriched with threat intelligence

Perhaps our favorite part of ASI is the insight it gives to security professionals. We found 
that the platform provides data granular enough for a seasoned analyst to go rectify, while 
simultaneously giving members of management or executives all they need to help drive 
spend and resource allocation. 

As you work your way through this paper, we encourage you to consider the  
following questions:

•   How often do you perform an inventory of the various digital assets within your 
environment?

•   Have you experienced a data breach or attack that began with an exposed asset 
that was unaccounted for?

•   Is your information security team expected to keep track of and defend all assets 
(even those not inventoried)?

•   What tools are available to track, identify, and classify items within your attack surface?

If your organization has ever been in the crosshairs of an attacker, you can bet that your 
management and executive teams know the answers to some of the preceding questions. 
Isn’t it time to level the playing field for your security team?
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Getting Hands-On

Our experience began with the initial ASI dashboard. The importance of the first screen a 
user sees when logging in cannot be overstated. For platforms such as ASI, there is a high 
chance that the data will be consumed by security analysts, management, and potentially 
even executive stakeholders. An initial screen should not lose the user or bury them in 
raw data to the point where the platform is unusable. We look for immediate insight and 
actionable data, with the ability to drill down further, and ASI quickly gets us to both (see 
Figure 1). For the purposes of this paper, our organization will be recognized as “E Corp,” a 
fictional entity without real operations or assets.

 

This dashboard provides a snapshot of the organization’s historic and current risk ratings. 
Our eyes are immediately drawn to the Overall Risk Score, a valuable metric that provides 
a roll-up of the various categories ASI defines, including:

•   Threat Correlation

•   Vulnerability

•   Brand Exposure

•   Misconfiguration

We will cover these categories in detail later, but for our purposes now, it is easy to infer 
what each category represents with respect to the organization. Whether you’re an analyst, 
executive, or management, ASI’s simple but intuitive dashboard tells you immediately 
where the highest risks are. For example, as shown in Figure 1, E Corp’s highest risk score 
stems from the Vulnerability category. We also observe that E Corp has an All-Time High 
risk score of 91 and an All Time Low of 47. Our current score of 74 indicates that we have 
reduced our attack surface from the all-time high but also may indicate that there is still 
room for improvement.

Figure 1. Initial ASI Dashboard
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We are a fan of easily actionable information like this. Security analysts who may 
be using ASI to consume alerts and drive investigations will likely want more 
details. However, this gives them a starting point to see where the organization 
needs the most attention. Conversely, an executive who may be wondering where 
to focus the next round of spending or skills training would be able to utilize the 
same data to make decisions. 

You may notice that Figure 1 also includes trend lines for the four categories 
defined earlier (we highlighted the first three for reference). These data points are 
useful for examining whether the organization has improved, stayed the same, or 
gotten worse. All valid data, and all within one screen!

As part of the dashboard, ASI also provides high-level metrics in Discovery and 
Risk, two key pillars of ASI which we will examine in subsequent sections. However, 
because they are crucial to the first impression of opening ASI, we will briefly 
discuss them here.

The Discovery section of the dashboard should be self-explanatory and includes 
the digital assets, services, and other footprints that have been identified for the 
organization (see Figure 2).

 

Again, focusing on takeaways from the initial screen, we found the data that 
focused on Exposed Services to be extremely insightful (see Figure 2), even 
without enrichment or risk scores. Just knowing that the organization has 
exposed services should generate enough momentum to get security teams 
patching and remediating.

The Risk section of the dashboard provides slightly more granular data into risks 
and alerts as observed or generated by ASI (see Figure 3 on the next page).

Figure 2. Discovery Section of 
the ASI Dashboard
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For the dashboard, that is it—and we mean this as a compliment. Netenrich built an 
intuitive first screen that appeals to security professionals of all levels. As previously 
mentioned, key data points are available within one click of logging in. Within the 
same screen, we can see if our organization has improved, where we need to direct our 
attention, and what our riskiest digital assets are. If your team has never had this visibility 
before, this can be a wake-up call as to what your attack surface may resemble.

Depending on your daily role, at this point you would likely want to dive deeper into 
the platform and the data. After all, while we have consumed a lot of rolled-up data at 
this point, we have yet to consume an alert or dig into assets and/or risks. 
Fortunately, that data is also only one click away.

You may have seen at the top of Figure 1 (shown at the beginning of 
this section) that there is one tab we have not yet named: Overview. The 
dashboard provides a single screen with graphical representations of the 
current state of the organization’s attack surface. The Overview tab, depicted 
in Figure 4 seen on the next page, provides the same information but in the 
form of data points and checks performed by the platform.

The Overview tab is where security teams might begin their analysis. This screen begins 
with an overview of the organization and the assets ASI has discovered. You will notice, 
from Figure 4, that E Corp’s attack surface is at High Risk as of today. On its own, that 
categorization means nothing. How did ASI quantify the high risk? Immediately following 
this designation, ASI provided a fantastic breakdown of the data points that contribute to 
this risk rating. 

Figure 3. Risk Section of the 
ASI Dashboard

The best dashboards do not require lots of 
clicking to get actionable data and should 
appeal to all levels of security. Netenrich’s 
ASI does exactly that. It provides just enough 
detail that we could go deep diving into alerts 
or get a five-second snapshot of the current 
situation, all from the same screen. 
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This is yet another moment where ASI forces you to view your environment in a new way. 
As mentioned earlier, ASI is a platform to help identify an organization’s attack surface 
through digital asset classification and testing. The Overview tab does an excellent job 
of bringing this mission to light. Netenrich wants you to think of your digital footprint 
and consider it as a potential attack surface and represents its data as such. As shown in 
Figure 4, ASI identified the following types of assets for E Corp:

•   Domains and sub-domains

•   DNS records

•   Certificates

•   IP addresses

•   Services

•   Brand exposures

•   Vulnerabilities

First, we must applaud Netenrich for bringing all this data into one place. DNS and 
certificate monitoring, for example, can be a service on its own. But without context, 
enrichment, or other risk data, the data present little value. By approaching risk from 
the digital asset perspective, ASI allows analysts to see the bigger, and potentially 
riskier, picture.

Figure 4. Overview Tab 
with Summarized Alerts for 

Misconfiguration Risks
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The Overview tab also provides high-level statistics on identified risks and a breakdown 
per risk category. Figure 5 shows a zoomed-in view of the Misconfiguration section that 
was shown in Figure 5.

 

This is likely the type of information that security analysts want to get their hands on: 
What has been found in the environment?

Discovery

Before we dig into the Discovery component, it is important to remember that Netenrich 
is encouraging users to think of assets differently. Not just physical items or systems, 
assets are the various pieces that also comprise an organization’s digital 
footprint. Unfortunately, this concept is still relatively new to many legacy 
enterprises that had to shift to a digital presence. The COVID-19 pandemic 
also accelerated the digital plans of many organizations, creating a digital 
attack surface that they likely are unable to handle.

The Discovery component has this problem covered. Aptly named, it does 
exactly that—discover. It takes a few starter data points and uses that knowledge to 
build an inventory of your digital assets. Figure 6 provides a snippet of the Discovery tab, 
showing the summarized assets.

 

Notice that our organization, 
E Corp, has been reduced to 
a handful of digital assets. 
These include the categories 
we called out further; however, 
in this tab we have granular 
details. For example, Figure 7 
shows some of the domains 
ASI identified as being 
associated with our entity.

Figure 5. Overview Tab of the 
Misconfiguration Risks

Figure 6. Identified Assets

If you are not taking inventory of your digital 
assets, you are taking a risk that attackers won’t 
perform their own reconnaissance and inventory. 
Fortunately, ASI offers a simple, automated 
method to discover a plethora of digital assets. 

Figure 7. Associated Domains
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The ASI platform provides useful insight into domains, including expiration dates, 
IP resolutions, and sub-domains. Also, technically an asset itself, ASI correlates 
DNS records with each domain and provides them as a data point. There is also an 
associated sub-domain section, with their own risks, DNS, and hosting data points.

While it may seem that assets are simply a collection of what an organization owns, 
by scrolling down we found a neat feature of the platform. Taking a page from the 
attackers, the platform is smart enough to search for permutations of an organization’s 
domain name and identify potential squatted domains (see Figure 8). 

 

Domain squatting, also known as typo squatting, is a popular technique attackers 
use to lure victims into submitting credentials or downloading malware. Squatted 
domains are also extremely popular for spearphishing campaigns and business email 
compromise (BEC) scams. We liked that ASI provided relevant data points such as DNS 
records and the associated registrar. Even for simple email analysis, these are common 
data points, and we think analysts will 
like having this up front.

As we explored the Discovery tab further, 
we found that ASI enriches multiple data 
points and weaves risks associated with 
assets into its data. For example, Figure 
9 shows some of the Brand Exposure 
assets.

When we first thought of brand 
exposure, we thought about how  
E Corp could be misrepresented on the 
internet or have its reputation sullied. 
However, ASI has a different point of 
view. Brand exposure represents digital 
assets that correspond to your name (or 
the entity’s name), and thus can impact 
your reputation and cause security risks. 
For example, in Figure 9, you may notice 
that Brand Exposure includes email IDs, 
cloud storage, and code repositories.

Figure 8. Squatted Domains

Figure 9. Brand Exposure Assets
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When you look at brand exposure through this lens, it all makes sense. For 
example, examine the email IDs in Figure 9. It does your security team little help 
to say, “An email was compromised.” But notice that ASI includes breached email 
data, along with the number of breaches in which the email was included. If we 
examine the first email ID, sigrid_flatley@ecorpsystems.com, we can see 
exactly where that email may have been involved in a third-party breach (see 
Figure 10).

 

As another example, consider an organization that hosts or utilizes cloud 
storage. There is a risk that they left it misconfigured with data exposure or, 
even worse, attackers have manipulated it to host their own files. Manipulation, 
access, and takeover of cloud storage is an all-too-common technique that 
has resulted in significant data leaks and led to victim organizations hosting 
malicious files without their knowledge. Simply knowing of cloud storage does 
little for the security team; it would be better to have context to identify what 
is in that storage. Figure 11 shows that ASI identified the storage bucket and 
classified the data types inside.

Figure 10. Breach Data for an  
E Corp Email Address

Figure 11. File Types from a 
Cloud Storage Asset 
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Unchecked code repositories also present a unique threat because they potentially can 
contain an organization’s sensitive data or inadvertently leak source code. Via its automated 
discovery, ASI classifies and provides data on code repositories as well (see Figure 12).

 

As we worked our way through various asset types, this became a common theme. ASI 
does not just profile what you have on the internet; it goes a step farther to investigate, 
quantify, and provide data on what it found. We cannot stress how important this extra 
step is. When investigating an email, data leak, or misconfiguration, security analysts are 
often tasked with performing all this enrichment themselves. It is quiet and subtle, but ASI 
actually saves analysts lots of time by automating these manual lookups.

 

At this point, we found ourselves in an interestingly informed position. After a walkthrough 
of the discovered assets, we had unique, previously unknown insight into E Corp’s digital 
footprint. By weaving security concerns and data enrichment with digital asset classes, 
ASI gave us much more than simply a list of domains or IP addresses. It provided us with 
context and gave the security team another place to start patching potential security 
holes within the environment.

This is one advantage of the ASI platform that kept surfacing. As we explored the platform, 
and thus explored our own footprint, assets and risks are consistently presented together. 
Emails are presented with related breaches. IP addresses are presented with open 
ports and running services. These types of correlated data points are often the work of 
multiple automated scripts or are pulled from various sources in a SIEM. ASI saved us 
(and our analysts) all these steps by performing the discovery and correlation together. 
Furthermore, ASI inadvertently created several starting points for security analysts. 

Of course, one could skip over the assets and move directly to the risks to the 
organization, based on its observed digital footprint. 

Figure 12. Code Repo Section 

Figure 13. Vulnerabilities Tab
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Risk

Up to this point, we have approached ASI from a learning perspective. For example, as we 
walked through the Discovery component, we took the opportunity to learn about the various 
parts of our digital footprint, which the ASI platform uncovered automatically. However, we 
did not want to return to the Discovery tab each time because it is not the first place many 
security analysts would start. One could assume that after using ASI a few times analysts 
would be familiar with their organization and go right to “What do I need to fix today?”

With the Risk tab, Netenrich created a view that enables analysts to get right to the data 
and brings what you should go fix now to the front page. Figure 14 provides an example.

 

ASI displays identified risks as alerts and easily lists what is opened/closed. While 
analysts could export this data to a SIEM (Netenrich offers multiple integrations) or a 
ticketing system, we found this dashboard easy enough to use 
that it could become a central hub for assessing these risks. 
When a risk is closed or remediated, Netenrich validates this, 
automatically closes the alert, and provides a graph of closed 
alerts with their associated reasons for closing (see Figure 15). 
Because the platform is continuously monitoring, whenever 
it detects that a particular concern has been remediated, the 
platform reacts and closes it. This saves organizations a lot of 
time because their teams are not having to manually track and 
close alerts. Teams can get right to fixing!

Figure 14. Risk Tab

Figure 15. Closed Alerts

14.5%

20.5%

17.3%
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Lastly, as alerts are closed, the various reasons for closing them can explain various 
elements of the organization. For example, if an alert is closed as Risk Accepted, the 
security team is confirming that a risk is known but has been accepted by the business. 
This metric may contribute to future implementations or audits. Conversely, an alert 
closed as False Positive may indicate a bad detection or malfunctioning part of the 
environment that should be corrected immediately. It may seem trivial, but the reasons 
for closing tickets are almost as important as understanding the tickets themselves.

Within the main Risk tab, 
analysts can easily sort 
by severity level or filter 
to specific categories, 
subcategories, or asset types. 
For example, as shown in 
Figure 16, analysts can filter on 
only High and Medium risks.

Figure 16 also highlights the 
various categories to which 
ASI aligns risks. Although we 
discussed these categories 
previously, we did so from 
the context of an asset. In the 
case of a risk, you may want 
to tackle a certain type of 
risk first, regardless of what 
asset it is correlated with. The 
risk categories present in ASI 
include:

•   Service Discovery—A service that may be running, such as SSH or FTP

•   Certificate—Used to certify the user’s site and prove authenticity; expiring 
certificates may present an issue for users

•   Brand Exposure—Breached emails, cloud storage, and code repositories

•   Threat—Generated by threat intelligence, Netenrich also provides insights into 
threats targeting your organization

•   Misconfiguration—A service, application, or other asset that may be misconfigured 
(e.g., inadvertently allow threats or allow attackers access to the resource)

•   Domain—A domain or sub-domain associated with the organization

•   Vulnerability—A known CVE associated with almost any of the proceeding 
categories.

Figure 16. Risk Tab Filtered on 
Only High and Medium Risks
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Netenrich’s risk classifications should give security analysts a new perspective on 
securing their digital assets. First, analysts are used to receiving reactive threats, 
which is not the case with ASI. Most of the predefined categories, such as Certificate 
or Misconfiguration, are potential risks to the organization. They are something that 
analysts should rectify as soon as possible. Second, for each alert presented in the 
platform, analysts can click through and dig deeper into the findings. See Figure 17 for 
an example of a brand exposure alert.

The Critical alert corresponds to a Brand Exposure asset—a code repository. ASI, 
during its automated discovery process, has identified a potential AWS API key in a 
public repository. (It is not worth mentioning numbers, but this is an all-too-frequent 
data leak that can have a significant impact on 
an organization.) We loved how much detail is 
provided in the alert, including a link to the item 
in question (the repository, in this case), entity 
details, and potential impact to the organization.

However, when reviewing alerts, security analysts 
often have two questions:

•  How was this found?

•  What do I do now?

ASI answers both. As shown in Figure 18, each 
alert also comes paired with Risk Rules. Netenrich 
baked these behind-the-scenes rules into ASI to detect risks to digital assets.

Figure 17. Critical Brand Exposure Alert

Figure 18. Risk Rules for an API Key 
Exposed in a Git Repository



14Understanding Your Attack Surface

The rules for each alert help analysts understand exactly what was detected 
and provides relevant metadata. Risk Rules have various severities: Low, 
Medium, High, and Critical. These scores are derived from correlated alert data. 
As seen in Figure 18, the AWS API keys were found in a continuous integration 
configuration file which was last modified on November 12, 2020. These 
credentials have been in the wild for a while!

Of course, the analyst is not done. What needs to happen now? ASI also 
comes equipped with recommendations, such as the one shown in Figure 19, 
for fixing an exposed AWS API key.

Let us look at the Risk Rules for another alert—a 
vulnerable Apache instance, as shown in Figure 20.

Notice how the Risk Rules change and provide more 
value. For a vulnerable web server, the Risk Rules 
change to reflect the vulnerability and the fact that an 
exploit is publicly available. What does this mean for 
the security team? It means that this system could be 
exploited at this moment if an attacker was prepared 
to do so. Aptly filed as a Critical alert, this is something 
that the security and application team(s) should 
address quickly with an upgrade, application fix, or 
firewall rule.

Not all alerts are critical, however. 
Consider the alert shown in Figure 21.

This Low service alert is merely 
informational. It brings the team’s 
attention to a system and service 
that ASI found during its automated 
discovery processes. Is port 80 on 
a web server malicious in nature? 
Certainly not. But if the security 
team was unaware of this system, 
IP address, or functionality, the 
team now has increased awareness. 
Low alerts are something that the 
team may want to follow up on, just 
to determine if ASI’s findings are 
necessary.

Figure 19. Recommendation for 
an Exposed AWS API Key

Figure 20. Risk Rules for a Vulnerable Apache Instance

Figure 21. Low Alert for an Identified Running Service
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As we continued to work through the alerts found within ASI’s Risk tab, we learned even 
more about the E Corp environment. And that is one of the key takeaways from using 
this product: ASI allowed us to know our environment, and that is something that many 
security teams struggle to keep up with. 

Admittedly, many of ASI’s data points are not threatening on their own. For example, a 
web server with port 80 exposed is expected. What is not expected is how an attacker 
may exploit that web server or the number of vulnerabilities that have been released 
for that server. Keeping up with all these details for just one system can be a lengthy 
task. Now, multiply the resources needed to accomplish that by every system, IP address, 
certificate, and domain that your organization has deployed. A manual team cannot do 
this efficiently. Data moves too quickly—and security should not get left behind.

Conclusion

In this product review, we spent some time with Netenrich ASI, a platform that helps 
organizations classify and define their digital footprint, and thus their digital attack 
surface. It is highly likely that many organizations lack this level of clear insight. Digital 
assets can be deployed so quickly by non-security teams, and it can be a cumbersome 
task to try and keep up with it all. Add that to the fact that attackers are finding new ways 
to break into environments daily, and the need for profiling your organization’s digital 
presence is at an all-time high.

ASI does a fantastic job of identifying assets that many security teams are probably not 
including in their scope but that attackers are actively targeting. It is in this visibility gap 
that many recent attacks have found success, and ASI presents data points to help you 
assess and address identified risks. Your team can quickly move from not understanding 
your attack surface to getting control of your assets and closing doors that attackers are 
waiting to walk through.
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