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 What personas need to be involved in securing or renewing a 
cyberinsurance policy? 

 The following list of personas and their teams is a good starting point for identifying the participants who should be 
involved in securing or renewing a cyberinsurance policy:  

» The board. Boards have the advantage of having a holistic view of the firms that they oversee and the responsibility to 
understand the current and future risk postures that their firms have. Gaining a solid understanding of the assets — both 
physical and digital — as well as the controls that are in place to minimize current and future threats is key to their ability 
to allocate the proper resources for the cybersecurity controls needed to protect the assets at risk, allocate resources to 
transfer risk to a cyberinsurance carrier, and reduce risk by decreasing the number of assets that are at risk.   

» Chief risk officer (CRO). The role of the CRO has evolved. New hybrid work models, expanded risk attack surfaces 
that have been exposed as a result of the shift to the cloud and/or edge computing, and third-party vendors and 
suppliers are top-of-mind concerns. CROs need to quantify not only the risks brought about by these new realities 
but also the legacy risks that still exist and then make sure that these concerns are addressed in any potential 
cyberinsurance policy. 

» Chief information security officer (CISO). CISOs need to understand the types of threats that their organizations 
face and whether their incident response teams have the necessary capabilities to address incidents. 
Cyberinsurance policies may result in the need to add or replace current incident response providers as well as the 
need to undergo more regular or continuous testing of the efficacy of the cybersecurity controls in place. 

» Chief information officer (CIO). One of the common coverage areas in cyberinsurance is the cost of fully remediating, 
recovering, and restoring systems to their prior state. CIOs have insights into the expenses typically incurred. 

» Legal. Incident response situations often see general counsel taking the "lead" role. Given the possibility that 
missteps could result in catastrophic financial loss, it is wise to have new or renewed policies reviewed by the very 
same people who make or at least sign off on decisions during a major cyberincident. 

The rise of ransomware has made carrying cyberinsurance more important than ever. 
But obtaining or renewing a cyberinsurance policy can be challenging on several fronts. 
This paper examines the key issues. 
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 What provisions might be placed on a policy to limit what is covered or to 
reduce the amount paid out in claims?  

 The rise of ransomware has been paired with the rapid rise in the amount that cyberinsurance carriers have paid out in 
claims. As a result, the market has seen a decline in the available supply of cyberinsurance as many of these firms have 
exited the cyberinsurance space. The reduction in supply, when paired with the increased demand for cyberinsurance 
coverage, has left the remaining carriers in the unfortunate position of informing renewing or prospective policyholders 
that their desired coverage will be much more expensive than it would have been 6, 12, or 18 months ago.  

Current or prospective policyholders need to be prepared for limitations on their coverage. Ransomware coverage, even 
if it is still available, will now often be paired with coinsurance, which requires the policyholder to pay 50% of 
ransomware-related losses.  

Damages caused by cyberattacks that can be attributed to "acts of war" are a gray area. Attributing an attack to a  
nation-state, absent a governmental declaration, requires substantial forensic knowledge, but it is a possibility that needs 
to be considered.   

Negligence, such as unencrypted devices or failure to install software updates or security patches, could also cause a 
decline in coverage. Attacks that can be attributed back to social engineering are often specifically excluded as well.   

 What sorts of expenses are covered by cyberinsurance? 

 The pendulum seems to be swinging toward listing what is not covered rather than listing what is covered, yet substantial 
items are often still included. The following list identifies potential expense items that can be included in the policy, but 
it's important to remember that every policy is different: 

» Business interruption. Historically, this type of coverage has been seen in commercial property policies. With digital 
transformation making digital assets often more valuable than physical assets in the ongoing operations of many 
organizations, this type of coverage can kick in during a major cyberattack when a company loses the ability to function. 

» Regulatory fines. Various governmental bodies have the ability to fine companies based on the types and quantity 
of protected information that is determined to have been leaked. 

» Incident response. Cyberinsurance carriers often have a panel of companies that they can utilize to perform 
incident response functions. The skill sets that are needed to do the digital forensics are rare and therefore 
expensive. Root cause analysis, evidence collection, containment and eradication of the attacker, and recovery of 
data and systems to pre-intrusion status are common elements of an incident response engagement. 

» Ransomware. As one of the most expensive items (if not potentially the most expensive item), reimbursement of a 
payout for ransomware, even if it is at a 50/50 split between the insurance carrier and the impacted organization, is 
worthy of inclusion. An alternative way of recovering impacted systems using air-gapped backups that are 
validated to not be infected should also be considered, but organizations should keep in mind that sophisticated 
attackers are known to seek out backups to infect them prior to launching their ransomware attacks. 
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 What are some top cybersecurity controls that can be put in place to secure 
and/or keep a policy? 

 There are several controls that could make the list, but most, if not all, of the recommendations that were included in 
President Biden's executive order (EO) on May 12, 2021, are items that, if fully implemented, would raise the likelihood of 
an organization being able to obtain or renew a cyberinsurance policy. 

Multifactor authentication (MFA) arguably carries the best benefit-cost ratio out of the list of controls in the EO.  
Grouped together in the section containing MFA is the encryption of data at rest and in transit. MFA and encryption are 
key elements of a zero trust architecture that also introduces the concept of utilizing least privilege access as well as 
requiring every device and user to pass regular authentication and authorization. 

Creating or improving incident readiness capabilities is another action that can show cyberinsurance carriers that the 
potential policyholder is taking steps to reduce the costs associated with an incident response engagement. A guaranteed 
way to increase the cost of a data breach situation is to break open and utilize the incident response playbook for the first 
time when an actual incident is ongoing. 

 How do policyholders demonstrate compliance with previously stated 
cybersecurity controls? 

 IDC anticipates that cyberinsurance carriers will increasingly review the efficacy of the controls that their policyholders 
have previously disclosed as being in effect or planned to have in effect while the policy is active. The controls in place 
could be analyzed by using pen tests or breach and attack simulations, observing tabletop exercises, or conducting risk 
compromise or ransomware assessments.   

Cyberinsurance carriers, just like other organizations that have digital assets (which is basically all organizations), suffer 
from the lack of trained cybersecurity practitioners. Current or potential cyberinsurance policyholders should not be 
surprised to see that insurance carriers may employ the services of managed security service providers or incident 
response and readiness providers to evaluate the organization's cybersecurity controls. 
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MESSAGE FROM THE SPONSOR 

About Imprivata 

Imprivata, the digital identity company for healthcare and beyond, provides identity, authentication, and access 
management solutions that are purpose-built to solve healthcare's unique workflow, security, and compliance 
challenges. Imprivata enables healthcare securely by establishing trust between people, technology, and information 
across the increasingly complex healthcare ecosystem. For more information, please 
visit https://www.imprivata.com/. 

Your Next Step 

Now that you know how difficult it is to get covered, how do you gain an advantage? Dive into the detailed 
requirements you'll need for cyber insurance – and solutions for them – by checking out this datasheet. 
MEET CYBER INSURANCE REQUIREMENTS 
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